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Product Overview

Chapter 1:
Product Overview

This chapter provides an introduction to Continuous Data
Protection for Files and briefly describes enhancements
for this version of the product.

Introducing Continuous Data Protection
for Files

Continuous Data Protection for Files is a flexible, easy to
use file protection system. Your most important files can
be continuously protected. Your less important files can be
protected at scheduled intervals to save time and storage
space. E-mail files can also be protected. You can prevent
any changes (including deletions) to files in folders that
you designate as vaults.

Continuously protected files are backed up to a local
drive, so that backup copies are created even when
network conditions prevent storing backup copies on
remote storage locations. Continuously protected files
can also be stored on remote storage locations, when
network connections allow. If a remote location is not
available when you change a continuously protected file,
Continuous Data Protection for Files makes a backup copy
on that device as soon as the device becomes available.
Scheduled backup copies are created on the interval that
you configure (hourly, weekly, daily, or monthly). If the
remote device for scheduled backups is not available at
the time of the backup, Continuous Data Protection for
Files stores the backups to the remote location as soon as
that device becomes available.

Every time you change afile, a backup copy is created. This
allows you to choose which version of a protected file you
want to restore. You configure how many backup copies
to save.

Thefollowing diagram provides an overview of Continuous
Data Protection for Files.

Local Storage

Continuous Protection
Files are continuously backed up to the
local disk, and can additionally be
backed up to remote storage. Restore

from any storage
location

Continuous
E-mail

Source Files

E-mail and Scheduled Protection
Files are backed up to remote storage é

locations based on schedule settings.

Remote Storage
Locations

Diagram

Continuous Data Protection for Files

After installation, Continuous Data Protection for Files
immediately provides continuous protection for a pre-
configured list of files. You can see the backup copies in
the \RealTimeBackup\ folder in the root of your primary
drive, and in the list of files that you can restore via the
Restore Wizard (see Restore Wizard, page 37). The default
space allocated for your backup copies is 500 MB.

You can configure other lists of files to protect, other
storage areas, scheduled protection, and other protection
options, using the Continuous Data Protection for Files

user interface (see Settings Notebook, page 15).

Types of Protection

Continuous Data Protection for Files offers three types of
protection for your files:

e Continuous Protection Every time a file is saved,
a backup copy is created. Hence, the backup copy
exactly matches the original file as you last saved it.
If you choose to save more than one version of a
backup copy, the previous backup copies will match
the previous versions of your file.

e Scheduled Protection Files that are protected by
schedule are copied to the remote storage area on a
regular schedule. They are not backed up every time
you save them, as are continuously protected files.
Hence, scheduled protection yields fewer backup
copies. If a file is lost between the time it is saved and
the time it is backed up, you will be able to restore only
a previous version of the file.

E-mail files are protected on a schedule.

If the storage area is unavailable when a protected
file is saved, Continuous Data Protection for Files will
maintain an internal copy, and create the backup copy
on the remote storage area when the storage area
becomes available.

e Vaulted Vaulted files and folders cannot be modified
or deleted, so this option should only be used for files
that you do not want changed or deleted. Vaulted files
are not backed up.
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The attributes of each type of protection are compared in
the following table:

Scheduled
Continuous Protection
Attribute . . Vaultin
Protection (includes 9
e-mail)
Recommended | Recommended | Recommended | Recommended
for what files for your most for large, for files that you
important dynamicfiles | don't want to
files. Not like e-mail. be changed nor
recommended deleted.
for large

storage area
Files protected

dynamic files
like e-mail files.

Files selected in

the Foldersand | in the E-mail in the Vault box
Files box and Protection of the Files to
the Applications | page of the Protect page
box of the Files | Settings of the Settings

to Protect page
of the Settings
Notebook.

How protected | Backup copies | Backup copies | Vaulted files
are createdon | are created on | and folders
storage areas. a storage area. | cannot be

modified nor
deleted.

Frequency of File is backed up | File is backed | No backups

backups whenever it is up only at the
saved. scheduled

time, and only
if it has been
saved since
the previous
schedule.
Backup copy Local or remote | Remote only Not applicable

Files selected

Notebook. Files
selected in the
Folders and
Files dialog of
the Advanced
page of the
Settings
Notebook.

Files selected

Notebook.

Enhancements for Version 3.1.0

Continuous Data Protection for Files is updated this release
with the following enhancements:

Updated Interface Information is reorganized to provide
therightinformation when you need it. The Status window
provides summary information about your protection,
and quick links to help you do the following tasks:

e Monitor details about protection activity on your
computer or computers that you administer

¢ Investigate potential problems
¢ Change your protection settings
¢ Restore protected files

e Wizards make two common tasks extremely easy:

Continuous Data Protection for Files

- Configuration Wizard When you initially install
Continuous Data Protection for Files, a wizard
guides you to configure the protection that meets
your needs. You initiate protection quickly and
easily.

- Restore Wizard When you want to restore a file,
a wizard helps you pick the version of the file you
want, and allows you to choose where to restore
it.

Enhanced integration with Lotus Notes® e-mail
client Continuous Data Protection for Files works closely
with Lotus Notes e-mail client to efficiently provide
protection for your mail files. This protection allows you
to easily restore your e-mail files in the event they are lost
or damaged.

Versioning of data level changes for e-mail
files Continuous Data Protection for Files tracks data
level changes on e-mail files. This allows you to restore
local copies of your Lotus Notes and Microsoft® Outlook
files from the point in time of your choosing.

MSlinstallation package ContinuousData Protectionfor
Files has an MSI installation package and uses Windows®
Installer. You can use Microsoft Systems Management
Server to deploy Continuous Data Protection for Files MSI
package to computers that you administer.

Microsoft Vista operating system support Continuous
Data Protection for Files is supported on 32-bit Windows
Vista (Basic, Home Premium, Business, Ultimate, and
Enterprise editions) and the following operating systems:

e 32-bit Windows 2000 Server, Advanced Server, SP2
and up (x86-32)

e 32-bit Windows XP Professional, SP1 and up (x86-32)

e 32-bit Windows 2003 Server-Standard Edition and
Enterprise Edition (x86-32)
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Chapter 2:
Installing Continuous Data
Protection for Files

This chapter contains information for installing and initially
configuring Continuous Data Protection for Files.

Basic Installation

Basic installation includes a wizard-guided configuration,
and is suitable for installation on a single local computer.
You can also upgrade and uninstall on a single computer.

For installation to a remote computer, installation without
user interaction (silent), or installation for multiple
computers, see Advanced Installation, page 10.

System Requirements

Continuous Data Protection for Files requires a Windows
server or workstation with specific hardware and
software.

Hardware

Minimum hardware is an Intel® Pentium® Ill machine with
the following specifications:

e 500 MHz CPU
e 384 MBRAM

e 21 MB of available disk space for install footprint,
additional space to store local backup copies

A NOTE: You must configure as much space as
is needed to store at least one backup copy

of every file that you protect. See Maximum
Space for Backups, page 16

The hardware configuration must also support the
Windows operating system, as specified by Microsoft.

Software
The following Windows operating systems are supported:

e 32-bit Windows 2000 Server, Advanced Server, SP2
and up (x86-32)

e 32-bit Windows XP Professional, SP1 and up (x86-32)

e 32-bit Windows 2003 Server-Standard Edition and
Enterprise Edition (x86-32)

e 32-bit Windows Vista (Basic, Home Premium, Business,
Ultimate, and Enterprise editions)

Continuous Data Protection for Files

The Continuous Data Protection for Files user interface
supports the following browsers:

¢ Internet Explorer, Version 6.0 and above

e Mozilla Firefox 1.5.0.7 and above

Continuous Data Protection for Files supports IBM Tivoli
Storage Manager server version 5.3.3 and higher.

Install Continuous Data Protection for Files

You can install Continuous Data Protection for Files on a
single computer and follow a wizard to configure your
protection settings.

This section describes interactive installation on a single
computer and configuration using a wizard. To do a
silent installation (without user interaction) and to push
Continuous Data Protection for Files to other computers,
see Advanced Installation, page 10.

If you are upgrading from a previous version, see

Considerations for Upgrading Continuous Data
Protection for Files, page 12.

e You must have administrative rights to install
Continuous Data Protection for Files.

¢ Your computer must have the necessary hardware and
software. See System Requirements, page 3.

e If you are reinstalling or upgrading from a previous
version of Continuous Data Protection for Files, close
all other applications (especially e-mail programs)
before you install. You must reboot immediately after
the installation is complete.

Follow the steps below to interactively install on a single
computer.

1. Insert the CD-ROM and the installer should launch
automatically. The Choose Setup Language window will
open. Select the appropriate language and click OK.

Choose Setup Language

@ Select the language for this installation from the: choices below.

Engisch (Urited 5tates] [

Choose Setup Language

A NOTE: If the CD-ROM doesn't start
automatically, goto My Computer.Double-click
the CD drive. Double-click the .exe file:
Linksys_CDP_<version_number>.exe.
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2. The InstallShield Wizard will launch, click Next. 5. Confirm that the information is correct and click Next.

1 Linksys-IBM Conti Data ion for Files - ield Wizard 1 Linksys-IBM Conti Data fon for Files - ield Wizard

Welcome to the Linksys-IBM Continuous Data Protaction for Ready to Install the Program
Files software suite, This wil instal the CDP for Files OEM
version 3.1.2,11 software on your computer. It is stronghy
recommended that you close all other applications you have
running before continuing. This will help you prevent any
canfiicts during the installation process, Click Mext ko continue,
ar Cancel to ext Setup, CilProgram FlesiLinksys\CDP_Far_Files|

The wizard is ready to begin installation.

1F you want to review or change any of your installation settings, click Back, Click Cancel to
exit the wizard,

[ <Back  J[_mext> [ Cancel
InstallShield Wizard Ready to Install Program
3. Read the Software License Agreement and if you 6. The installation window will display a progress bar
accept the terms of the agreement, select  accept the indicating that the necessary files are beinginstalled on
terms in the license agreement and click Next. your computer. You may also see a command prompt
7 7 window open as the installer runs several scripts.
[ #9 Linksys 181 Conti Data fon for Files - et (=) 0B
Software License Agreement . . . .
P, If you are installing on Windows Vista, and there
T B is an existing Continuous Data Protection for Files
et - Goneral Toms ] client, you will see the Files in Use window. Click OK.
Bl e T e You will also see a warning that setup was unable to
ACCEPTING THESE TERMS ON BEHALF OF ANOTHER PERSON OR A COMPANY . . . .
OR OTHER LEGAL EKTITY, YOI FEPRESENT AND WARRAKT THAT VOl HAYE automatically close all requested applications. Click OK.
FULL AUTHORITY TO BIND THAT PERSON, COMPANY, OR LESAL ENTITY TO

THESE TERMS. IF ¥OU DO NOT AGRFE TO THESE TERMS,

-DONOT DOWNLOAD, INSTALL, COPY, ACCESS, OR USE THE PROGRAM; AND [VJ

If this is your first installation of Continuous Data

()1 accept the berms in the icense agresment

B R e Protection for Files on this computer, a configuration
T | T T P wizard will help you choose your protection settings.

See Initial Configuration Wizard, page 5.

Software License Agreement

7. Click Finish to complete the installation.
4. Accept the default install location, or click Change

to specify another location. The default installation e e fold Wizard
location is recommended. Click Next. InstalShield Wizard Gompicted

The InstaliShield Wizard has successfully instaled Linksys-IEM
Continuous Daka Protection For Files. Click Finish to exit the
wizard.

1 Linksys-IBM Continuous Data Protection for Files - InstallShield Wizard

Destination Folder

Click Mexet ko install ko this Folder, or click Change to install to a different Folder.

Install Linksys-IBM Continuous Data Pratection for Files oz

CiiProgram FiesiLinksys\CDP_For_Files)

InstallShield Wizard Completed

[ <Back [ mext> [ cancel

The installer will indicate that you must reboot in the
Destination Folder following situations:

e You are reinstalling or upgrading Continuous Data
Protection for Files.

e A product that uses the IBM Tivoli Storage Manager
APl is installed and running. The IBM Tivoli Storage
Manager Backup-Archive client is such a product.

a NOTE: If you are upgrading from version 2.1.x
on a non-English operating system, you will not

see all national language text until you reboot.

Continuous Data Protection for Files 4
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After installation (and reboot, if required), Continuous
Data Protection for Files immediately starts protecting
your files.

If you want to change your protection settings, see
Settings Notebook, page 15.

Initial Configuration Wizard

The first time you install, a wizard will help you choose
your protection settings.

Use the navigation buttons at the bottom of each wizard
page to navigate to all pages. When you have chosen all
settings, click the Finish button.

If you cancel the wizard before finishing, any changes
you made in the wizard will be cancelled. Continuous
Data Protection for Files will protect your files according
to the configuration settings that were defined during
installation. You can view and change your settings at a
later time with the Settings Notebook.

The wizard has 6 pages:
e Welcome

e What s Critical

¢ E-mail Protection

e Remote Storage

¢ |Initial Backup

e Summary
Welcome

The Welcome page lists the steps to initially set your
protection settings.

LNSYS” Continuous Data Protection il

_cisco

Help

wece

Use this wizard to configure your backups if you just installed or upgraded this product
What is Critical

E-mail Protection This wizard will help you configure continuous data protection by taking you through the following
Remote Storage steps:

Initial Backup « Determine what files need continuous protection

Summary = Determine where to store your backups
= Configure e-mail protection
= Make an initial backup

[Bask] [Finist]
7
Welcome

Click the Next button to advance to the next page of the
wizard. Click the Cancel button to exit the wizard without
changing the initial protection settings.

Continuous Data Protection for Files

What is Critical

The What is Critical page is used to specify the files and
folders that you want to protect. The specified files, folders
and applications will be continuously protected, which
means Continuous Data Protection for Files will create
backup copies on a storage area as soon as the files are
changed.

LNSYS” Continuous Data Protection il

_cisco

Help

Welcome What is Critical
formation and the applications
acked up automatically when

etails to add more folders and

-» What is Critical
o

E-mail Protection

Remote Storage

Initial Backup Folders and Files
My Documents\, *.doc, *.xls, *. *123
Summary y 3 2 "xls, " ppt, —y

Applications
No applications
Details

[Finisr]
0
What is Critical

When Continuous Data Protection for Files is installed,
it is pre-configured with a list of files and folders to
continuously protect. Use this page to confirm that the
initial protection settings are correct for your needs, or
change the settings as appropriate.

The protected files are listed by Folders and Files and by
Applications These lists are not exclusive of one another,
but offer two views of what is protected.

If you prefer viewing the file paths, names, and extensions
that are protected, use the Folders and Files box. This option
allows you to use a file tree to specify what to protect.

If you prefer viewing the applications that are protected,
use the Applications box. This option allows you to specify
applications from a list. Files that are created by the listed
applications are protected. The file extensions associated
with the application will automatically be added to the
Folders and Files list.

a NOTE: E-mail applications are specified in the
E-mail Protection page. Because these files are

often very large, their protection settings are
configured separately.

Folders and Files
Wy Documentst, CNLS, C:\ools, 10nt

Folders and Files box

This box gives a summary of the folders and files that are
continuously protected. The number of items protected
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refers to the items in the list of folders and files. A single
list item can specify more than one file. Click the Details
link to view all items in the list and modify the list. The
Folders and Files Settings dialog will be displayed.

Folders and Files Settings

Specify folders and files to protect by adding or removing
items from the list.

Add a folder or file for continuous protection. You can alse remove a folder or file from the list. Items that are removed will
not be protected.

Folders and Files

Include | Remove

WMy Documents\ ~
CWNLS

Ci\toals

Hont*

List of Protect Folders and Files

The top of the list box has two menu buttons. Click the
buttons to include or remove items from the list.

Include Click Include to add files and folders that you
want to protect. The Select folders dialog will open.

Remove Select one or more list items, then click Remove
to remove those items.

Each row in the list has one column:

Name Patterns in the Name column specify one or
more files or folders. See “Interpreting File and Folder
Patterns” to determine what files and folders will match
a Name pattern with blanks or wildcards. When a folder is
protected, all of its files and sub-folders are protected.

Select Folders

Select or deselect a folder.

#13) DBILOG ]
=2 oma
£ Dacuments and Settings
115 Administrator H
213 java
&5 jpi_cache

12 Application Data

153 cMvC_Properties

15 Cookies

D Deskop

(S Favorites

12 Local Sefings

2 My Dacyments}

1 NetHood

ST [v]

Falder ame fwildcards allowed)
[cap and Settings\Admini My D

Select folders dialog

Continuous Data Protection for Files

The Select folders dialog allows you to specify files and
folders. You can browse to choose a folder, or type the
name of a file or folder in the Folder name text field. If you
browse and choose a file or folder, you can modify its path
in the Folder name text field.

A NOTE: Only your internal drives can be
protected. Any external storage devices are

considered remote storage devices.

Interpreting File and Folder Patterns

Protection settings use patterns to specify what files and
folders to protect. The files and folders that are protected
depend on blanks before and after a pattern, and asterisks
in the pattern.

You can enter the complete path of a file that you want
to protect. For example, C:\Documents and Settings\
Administrator\My Documents\Soccer\2005AYSO\Parent
Info U8B.doc. The complete path unambiguously matches
a single file. But to specify all files this way would be quite
time-consuming. Use asterisks and blanks as wildcards in
the pattern to specify several files.

An asterisk matches any number of charactersin afile path.
If there are no asterisks, then Continuous Data Protection
for Files will match any file whose fully expanded path
name has that exact pattern anywhere in the path or
filename. The pattern is not case-sensitive.

If there are no asterisks in the pattern, then blank spaces
before and after the pattern are interpreted as asterisks.
Hence, \myDocs\ and *\myDocs\* yield the same matches.
If there are asterisks in the pattern, then blank spaces
before or after the pattern match no characters. Hence,
\myDir\, *\myDir\, and \myDir\* could yield three different
matches, as in the table of examples below.

Asan example, assume a pattern fish. This pattern matches:
C\dir\fish.doc and C:\fish\anyfile.doc and c:\Dirfishfood\
something.

If the pattern has slashes around it (\fish\), it will match
any object with \fish\ somewhere in the path. This pattern
matches C:\fish\anyfile.doc but not C:\dir\fish.doc and not
c:\Dirfishfood\something
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File and Folder Pattern Matches

Pattern Matching Folders and Files on computer

\myDir\ or c\myDin\

\mYdiR\ or c:\myDir\Contacts\

*\myDir\* or c\myDir\Contacts\contacts.txt

\mydir\* c:\Projects\myDir\
c:\Projects\myDir\myThings\
c:\Projects\myDir\myThings\things.doc
c:\Projects\myDir\myThings\myPhoto.jpg
d:\Notes\myDir\

\myDir\ c\myDir\
c:\Projects\myDir\
d:\Notes\myDir\

\myDir\*

d:*\mydir\* d:\Notes\myDir\

\my best c:\Books\My Best.doc
c:\Photos.jpg\My Best Photo\
c:\Photos.jpg\My Best Photo\Best.jpg
f:\Projects\My Best Project\
f:\Projects\My Best Project\Dream.xls

Jjpg c:\Photos.jpg\
c:\Photos.jpg\myHouse.omp
c:\Photos.jpg\My Best Photo\Best.jpg
c:\Projects\myDir\myThings\myPhoto.jpg

*jpg c:\Photos.jpg\
c:\Photos.jpg\My Best Photo\Best.jpg
c:\Projects\myDir\myThings\myPhoto.jpg

E:\ All files and folders on the E: drive.

E:\*

Applications box This box gives a short list of the
applications that are protected.

Applications
Lotus Organizer, Microsoft Excel, Microsoft PawerPoint, Microsaft Word, Software DVD
Player

Details

Applications Box

To see the complete list of the applications that are
protected, click Details. The Critical Settings window will
be displayed.

Select or deselect application data to build the list.
Applications and Extensions
\View By Ranking
[ pesbat.exe (beh) [a]
[ pesfts.exe (tho, 4r)
[ pesnde MFC Application nde)
[ posws.exe (ws)
[ pistedit.exe ¢.lst, idl)
O pvaledit.exe {valy
schpedit.exe (sch)
[ spedit MFC Application (.dsh)
[ wazpkar.exe (.osp)

Gam

Critical Settings > Applications and Extensions

Specify a list of critical applications to protect.

The Applications and Extensions box presents a list
of applications and their associated file extensions.
Applications that are checked will be continuously

Continuous Data Protection for Files

protected. You can check and uncheck applications to suit
your protection needs.

The list of applications has two views. Each view orders
the applications in a different way. Click the menu item at
the top of the box to change the view.

View by Ranking The applications that have the greatest
quantity of files on your computer are presented at the top
of the list. The applications that have the least quantity of
files on your computer are presented at the bottom of the
list.

View Alphabetically The applications are presented in
alphabetical order.

If you check a box, all file extensions associated with that
application will be added to the list of protected files.

If you uncheck a box, all files with that extension will
be removed from the list of protected files. Note that
removing file extensions from the list of protected files
does not mean adding those files to the list of files that
are explicitly excluded from protection.

Click OK in any of the views to update the list of protected
files. Click Cancel to leave the dialog without changing
the list of protected files.

You can add files to be protected in the Critical Settings
dialog, but these applications will be protected only if
the files are not explicitly excluded. See Including and

Excluding Files from Protection, page 18 for more
information.

E-mail Protection

Select the e-mail applications that you want to protect.
Select a schedule for protecting the e-mail applications.

LNSYS” Continuous Data Protection il

cisco

Help

Welcome E-mail Protectiol
What is Critical ] ect. Large e-mil fles can take a ongtine
rvals. Select how often to protect y
-» E-mail Protection
Remote Storage E-mail Application:
Initial Backup Select Application b
Summary E-mail Application Data Folder (wildcards allowed):

How often to protect your e-mail:
Never v

o] [ [ (o]
—_—

E-Mail Protection

Because e-mail files are typically very large, they are not
backed up continuously, but only on the schedule that
you select.
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E-mail files are backed up only to remote storage. If the
remote storage is not available at the scheduled backup
time, Continuous Data Protection for Files will queue
the backup copies for later transmission. When the
remote storage area becomes available, Continuous Data
Protection for Files will create the backup copies on the
remote storage area.

E-mail Application Select one of the popular e-mail
applications in the list. If your application is not listed,
select Other.

E-mail Application Data Folder If you choose your
e-mail application from the E-mail Application list, the
default file type for that application will appear in this box,
and you will not be able to update the file specification.
You can update this field only if you select Other in the
E-mail Application list.

How often to protect your e-mail You can schedule e-
mail protection at one of several intervals:

¢ Never E-mail will not be protected.

e Hourly E-mail files will be backed up every hour, just
after the hour.

e Daily If you choose this interval, also select the time
for the backup.

e Weekly If you choose this interval, also select the day
and time for the backup.

e Monthly If you choose this interval, also select the
day of the month and time for the backup.

Remote Storage

Specify the remote storage for the backups of your
protected files.

LiNgsYS® Continuous Data Protection I
Help

Welcome Remote Stol

What is Critical /“\ X

E-mail Protection | i
o mote Stor:

» Remote Storage Backupto
Initial Backup None Selected v

Summary Location

Maximum space for backups:

o] [rowr] [ [Gonel]
—_ !

Remote Storage

Storing files in a remote storage area will protect the
files in case local copies are lost. Backups of continuously
protectedfiles,andfiles protected onaschedule, are stored
in the same remote area. Continuous Data Protection for

Continuous Data Protection for Files

Files is very tolerant of intermittently available networks. If
remotestorageareaistemporarily unavailable, Continuous
Data Protection for Files will queue backup copies until
the remote storage becomes available.

Back up to Specify the remote storage device type where
your backup copies will be stored. You can specify a file
server or removable disk to store the backup copies. The
remote device can be another computer (such as a NAS or
file server), or a remote disk, or a removable disk.

Location Specify the location of your storage device.
What you select from the Back up to list affects what you
enter in the Location field.

In the Location: field, if you choose a remote server, it is
recommended that you use Universal Naming Convention
(UNQ) specification for the file server instead of drive
letters. Drive letters can change after rebooting and often
do not reconnect automatically.

If you choose a USB external device, you can select the
driver letter. However, removable external device drive
letters can change.

Click the Browse button to view a Browse for folder dialog
box. Use this dialog box to navigate to the location for
your remote storage area. If this dialog becomes hidden
behind other windows, click on the task bar to bring it to
the front.

Continuous Data Protection for Files will create backup
copies in a subfolder named \RealTimeBackup\computer
name. For example, if a computer name is Computer1, and
the remote storage location is configured with the value
\\remote\share, backup copies will be stored in \\remote\
share\RealTimeBackup\Computer1\.

If you log in to your computer with a user name and
password thatis valid also on your remote storage location,
Continuous Data Protection for Files will authenticate
transparently into that network location. If you do not
log in to your computer with a user name and password
that is valid also on your remote storage location, you will
need to log into the network interactively using another
account with regular privileges. You can log in interactively
by using the Net Use command.

Some versions of Windows have a concept of simplified
file sharing, which allows one computer to easily connect
to another computer over the network. The resulting
connection allows only limited file system capabilities, and
inhibits the creation of backup copies. Some information
such as access control lists or file streams can be lost. It
is recommended to disable simplified file sharing on the
remote storage area.
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WebDAV Server

Some Internet Service Providers (ISPs) provide Web-based
Distributed Authoring and Versioning, or WebDAV. The
WebDAV protocol provides the functionality to create,
change and move documents on a remote server. This is
useful, among other things, for authoring the documents
which aWeb server serves, but can also be used for general
Web-based file storage. If your ISP provides WebDAV
functionality, Continuous Data Protection for Files can
store backups on a Web-based server.

In the Location: field, enter your WebDAV server location
using the following format: https://MyISP.com/MyAcct.

When using WebDAYV, Continuous Data Protection for Files
only supports the Basic Authentication method described
in the HTTP 1.0 RFC. Because this authentication method
sends the password as clear text over the network, it is
also recommended that the Web server be configured to
use secure sockets.

IBM Tivoli Storage Manager or IBM Tivoli Storage Manager Express

Continuous Data Protection for Files can store backup
copies on an IBM Tivoli Storage Manager server. You do
not need to install the IBM Tivoli Storage Manager backup-
archive client. If you install the IBM Tivoli Storage Manager
backup-archive client, it functions independently from
Continuous Data Protection for Files.

In the Location: field, specify the Storage Manager server
location, using the following format: tsm://Host.com. You
can also use an IP address for the server address.

You will be prompted to enter a valid password for your
IBM Tivoli Storage Manager server.

Continuous Data Protection for Files supports IBM Tivoli
Storage Manager server version 5.3.3 or later.

Configure your IBM Tivoli Storage Manager server before
trying to connect from Continuous Data Protection for
Files. Register your computer as an IBM Tivoli Storage
Manager node. Continuous Data Protection for Files will
use the password assigned at registration to connect to the
IBM Tivoli Storage Manager server. For more information
about registering an IBM Tivoli Storage Manager node
for your computer, see the IBM Tivoli Storage Manager for
Windows Administrator’s Guide.

In order to manage storage space, the IBM Tivoli Storage
Manager administrator must grant authority to the IBM
Tivoli Storage Manager client node to delete backup
copies. For steps to assign authority to delete backup
copies, see IBM Tivoli Storage Manager Client Node
Lacks Authority to Delete Backup Copies, page 48.

To avoid problems when using the IBM Tivoli Storage
Manager server, see Files are not Backed Up to IBM

Tivoli Storage Manager Server, page 47.

Continuous Data Protection for Files

You can restore backup copies from the IBM Tivoli Storage
Manager server only with the Continuous Data Protection
for Files GUI. You cannot use the IBM Tivoli Storage
Manager Backup-Archive client to restore backup copies
created by Continuous Data Protection for Files.

Maximum space for backups Specify how much space
to use for all backup copies on remote storage.

The default size for the remote storage area is 40 GB. If you
increase the number of backup versions to keep, consider
increasing your storage area size. If you are unsure of how
much space to allocate, you can monitor your space usage
on the Status page and adjust the version and space
settings accordingly.

When the storage space becomes full, Continuous Data
Protection for Files deletes older backup copy versions of
files that have several backup copy versions. After deleting
the versioned backup copies, if more space is needed for
new backup copies, Continuous Data Protection for Files
deletes the last remaining backup copies of enough files
to make room for the newest backup copy.

If you try to remotely back up a file which is larger than
the space you have allocated for your remote storage
area, Continuous Data Protection for Files will purge
all older versions of your files, and then may fail to back
up the file. Make sure that the maximum space for your
remote storage area is greater than the maximum file size
for remote backup in the Advanced page of the Settings
Notebook. For example, if you decrease your maximum
space for backups to 1 GB, you should decrease the
maximum file size for remote backup from the default of
1GB.

Initial Backup

On the Initial Backup page, choose if you want to back up
all your files when you finish the wizard.

LinvgsYS” Continuous Data Protection F ol

Help

Welcome ckup

tial b

What is Critical
E-mail Protection

Remote Storage This operation can take hours to complete, depending on the number and size of

- Initial Backup your files and the network traffic.

P Start an initial backup upon completion of this wizard?
®  Yes, perform an initial backup of the system
O No, Iwill do this at a later time

o] (] [ (o]

Initial Backup

When you first install Continuous Data Protection for Files,
it is highly recommended that you immediately back up

9
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all files that you configured for protection. Without the
initial backup, only files that change will be protected. The
initial backup will protect all of the existing files that you
designated for protection.

The initial backup will scan all of your local drives, looking
for files that you designated for protection. All files that
meet your specifications will be backed up to local or
remote or both storage areas. This process can take a long
time and can slow down your computer. Start this initial
backup when you will not be using your computer for
other applications.

If you choose not to back up by the installation wizard, you
can force a complete backup at a later time. At that time,
use the Files to Protect page of the Settings Notebook.

Summary

The Summary page displays the configuration you
specified in the previous pages of the wizard.

LvgsYs” Continuous Data Protection o)
Help
Welcome Summary
Click Finish to save the configuration changes. A backup will begin if you chose to create al backup of your
What is Critical C‘j\':p“\{;' hto save ti nfiguration changes. A backup will begin if y h to create an initial backup your
E-mail Protection
Remote Storage Critical Folders To Protect: \My Documents\, *.doc, *.xls, *.ppt, *.123
Initial Backup E-mail Application Settings: none
E-mail Protection: Never

Local Storage Keep 20 versions of each file on 500 MB on the C: drive

Remote Storage Use 40 GB of

o] [ [rn] [cone]

Summary

Choose Back to return to a previous page to modify your
configuration choices.

Choose Finish to apply your configuration choices.
Continuous Data Protection for Files will continue to
run in the background and protect your files using the
configuration choices you made.

Choose Cancel to exit the wizard without applying your
configuration choices. Continuous Data Protection for
Files will continue to run in the background and protect
your files using the pre-configured settings.

Uninstalling Continuous Data Protection
for Files

Uninstall Continuous Data Protection for Files with the
following steps.

1. From the Windows Start menu, choose Control Panel.

Continuous Data Protection for Files

2. Choose Add or Remove Programs. A list becomes
populated with currently installed programs.

3. Scroll down and choose Linksys Continuous Data
Protection for Files.

4. Click the Remove button.

5. Click Yes when prompted to confirm that you want to
remove the product.

6. If you are uninstalling on Windows Vista, you will see
the Files in Use window. Click OK. You will also see a
warning that the setup was unable to automatically
close all requested applications. Click OK.

7. A window confirming successful removal will be
displayed and prompt you to reboot now. Click Yes to
reboot your system to remove file system filters.

8. Click Finish to exit the uninstall wizard.

Advanced Installation

The Basic Installation, page 3 describes an installation
that requires user interaction, and installs Continuous
Data Protection for Files on a single machine. There are
more options for installing, upgrading, and re-configuring
Continuous Data Protection for Files.

There are several ways to install or upgrade Continuous
Data Protection for Files without user interaction.

Silent installation on a local computer You can install
Continuous Data Protection for Files on your local
computer silently. This means that you will not see the
installer wizard, nor the Continuous Data Protection for
Files initial configuration wizard.

Silent product upgrades and configuration updates
on a local or remote computer You can upgrade the
product level and change protection settings on a local
or remote computer silently. When you put a new product
installer file or a new configuration file in the appropriate
folder, Continuous Data Protection for Files will pull the
information. Continuous Data Protection for Files will
adopt the new product level from the installer file or the
new protection settings from the configuration file.

Silentinstallation pushed to a remote computer Using
silent installation, an administrator can push Continuous
Data Protection for Files to remote computers.

Once Continuous Data Protection for Files is installed, it
will pull product upgrades and configuration information.
You can use this feature to upgrade your local Continuous
Data Protection for Files client or Continuous Data
Protection for Files on other computers.

10



Chapter 2

Installing Continuous Data Protection for Files

Silent local upgrade You can upgrade the product level
on your local computer by putting the upgraded installer
in the appropriate folder. Continuous Data Protection for
Files will pull in the new code. After a reboot, the product
will protect your files at the new level.

Silent installation pushed to another computer An
administrator can push Continuous Data Protection for
Files to other computers.

Install Silently on a Single Local Computer

You can install Continuous Data Protection for Files
on your local computer silently. In a silent installation,
you will not interact with the installation wizard. If you
provide a configuration file, you will not interact with the
Continuous Data Protection for Files initial configuration
wizard.

Silent installation on a computer requires you to do the
following:

¢ Invoke the installer with appropriate parameters.

e Optionally, you can provide a configuration file for
the Continuous Data Protection for Files client. See
Provide a Configuration File for the Continuous
Data Protection for Files Client, page 14. If you do
not provide a configuration file, the initial configuration
wizard will start after installation.

Silent Installation Command

Invoke theinstallerforasilentinstallation.Theinstallerisan
executable file with a name like Linksys_CDP_3.1.0.0.exe.
The installer name must include CDP and must be file type
.exe. The version infix of the file name (3.1.0.0) can change
from one version to the next.

The command is as follows:
Linksys_CDP_3.1.0.0.exe /S “/v /qn options“
There must be a blank space before each parameter. No

space is allowed between“ and /v.

Parameters

/S Install silently. Without this parameter, you will install
interactively via the installation wizard and (if necessary)
the initial configuration wizard.

Options The following options are allowed:

e INSTALLDIR=folder The default installation folder
is C:\Program Files\Linksys\CDP_for_Files. If you want
to install to another folder, use this option and specify
the folder.

e REBOOT=ReallySuppress Suppress system reboot
after installation. This option is recommended when
you are pushing installation to a remote computer,

Continuous Data Protection for Files

see FpPushinst.exe (Push Install Command), page
13 because rebooting after installation could be
disruptive to users on the remote system. This option
is not recommended for a local installation when a
previous version of Continuous Data Protection for
Files exists.

e /I*v log file path Specify a file to log the installation
activities.

Example: Install with Default Options

To install with default settings, including reboot after
installation if Continuous Data Protection for Files was
previously installed (this is recommended), use this
syntax:

Linksys_CDP_3.1.0.0.exe /S“/v /qn*“

Note that no blank space is permitted between the
double-quote delimiter and the parameter (/v).

Example: Install with Specific Options

To install to non-default folder (c:\newdir); and to log the
installation activities to c:\temp\msi.log; and to suppress a
reboot after installation, use this syntax:

Linksys_CDP_3.1.0.0.exe

/S “Iv /qn INSTALLDIR=c:\newdir /I*v c:\temp\msi.log
REBOOT=ReallySuppress“

Upgrade Silently: Pull Upgrades and Configurations

Once Continuous Data Protection for Files is installed,
you can silently upgrade the product or silently change
the configuration. Put an installer executable file or a
configuration file in the appropriate folder and Continuous
Data Protection for Files will pull the information.

Upgrade the Product Level

To upgrade the product, put a new installer in the
downloads folder. For information on the downloads
folder, see Administration Folders, page 43. Continuous
Data Protection for Files will pull the new product code
and notify you to reboot the computer.

The new installer file name must contain the string
CDP and end with .exe. For example, a typical name is
Linksys_CDP_3.1.1.0.exe.

Continuous Data Protection for Files checks for new
installerand configurationfiles every 10 - 20 minutes. If the
date of an installer file is more recent than the file used for
the current product level, Continuous Data Protection for
Files will adopt the new product level. When Continuous
Data Protection for Files detects a new installer file, a
message will pop up from the system tray indicating that
a new version of the software is being installed. When the
installation is complete, a message will pop up from the
system tray indicating that the new software has been

11
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loaded, and you must reboot to resume data protection.
Between the time that Continuous Data Protection for
Files pulls the upgrade and until the computer is rebooted,
Continuous Data Protection for Files stops protecting your
files. After the reboot, Continuous Data Protection for Files
continues protecting your files. Your protection settings
are the same as in the previous version of the product.

A NOTE: Until you reboot, Continuous Data
Protection for Files will not back up any files. You

will not loose any existing backup copies, but
any changes you make will not be protected. If
thereis along delay between install and reboot,
consider forcing a backup of all protected files
to protect any files that were changed during
that time.

Change Protection Settings

To change the protection settings, puta new configuration
file in the downloads folder. To create a configuration file,
seeProvideaConfigurationFileforthe ContinuousData
Protection for Files Client, page 14. If the modification
date of a configuration file is more recent than thefile used
for the current configuration, Continuous Data Protection
for Files will adopt the new configuration.

You can use central administration features to manage
the configuration of several Continuous Data Protection
for Files clients. See Chapter 7: Central Management
Considerations, page 41 for instructions to set up and
manage your clients.

The central administration feature allows you to manage
existing clients’ configurations, but does not support
management of product upgrades.

Considerations for Upgrading Continuous Data Protection for
Files

Once you have installed Continuous Data Protection for
Files, you can upgrade to a new product version by simply
running the standard installer. You can upgrade from
previous releases as well as from a previous build of the
current release.

Upgrade a single machine to a new product version by
installing the product as described in Install Continuous
Data Protection for Files, page 3. Note that after
upgrading to a new product version, you must reboot
your computer. If the new version is significantly different
from the previous version, you will be prompted to choose
protection settings. Otherwise, your current protection
settings will continue in the new product version.

Continuous Data Protection for Files

Files Stored on IBM Tivoli Storage Manager

Continuous Data Protection for Files version 2.1 uses
the IBM Tivoli Storage Manager Backup-Archive client to
store files on the IBM Tivoli Storage Manager server. These
files must be restored by invoking the IBM Tivoli Storage
Manager Backup-Archive client. They cannot be restored
via the Continuous Data Protection for Files version 2.2
and higher user interface.

Continuous Data Protection for Files version 2.2 and higher
uses the IBM Tivoli Storage Manager API to store files on
the IBM Tivoli Storage Manager server. These files can be
restored directly via the Continuous Data Protection for
Files user interface. These files cannot be restored via the
IBM Tivoli Storage Manager Backup-Archive client.

Upgrading from Windows XP to Windows Vista

If you used Continuous Data Protection for Files version
2 on a Windows XP computer, you must follow this
procedure:

1. Upgrade Continuous Data Protection for Files from
version 2 to version 3 on the Windows XP computer.

2. Upgrade the operating system from Windows XP to
Windows Vista.

3. Consider the configuration of your protected files, and
change folder names as appropriate. The XP folder \My
Documents\ becomes \Documents\ in Vista.

Installing After Uninstallation

If you uninstall Continuous Data Protection for Files, you
must clean your data files before installing again. When
Continuous Data Protection for Files is uninstalled, some
files are not removed by the installer. The old files can
cause problems for a new installation of Continuous Data
Protection for Files.

After uninstallation, and before installing again, remove
the following folders:

The local storage area The local storage area is the
RealTimeBackup folder on a local drive. Rename this folder
if you want to save the backup copies.

The remote storage area for the computer The remote
storage area is in the RealTimeBackup\<computer name>
folder of the remote device that you configured for the
previous installation. Rename this folder if you want to
save the backup copies.

The installation folder For Windows XP and Vista:
C:\Program Files\Linksys\CDP_for_Files

The application data folder
¢ ForWindows XP:
C:\Documents and Settings\All Users\Application

12
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Data\Linksys\CDP_for_Files

¢ For Windows Vista:
C:\Program Data\Linksys\CDP_for_Files

Pull Upgrade from Version 2 to Version 3

If your version 2 Continuous Data Protection for Files
client will pull the installation of version 3.1, your version
2 client must be at level 2.2.1.20 or greater. If you install by
invoking the installer, this is not an issue.

Push the Product to Other Computers

There are several ways to push initial installation of
Continuous Data Protection for Files to other computers.

e Use Microsoft Systems Management Server to install
the Continuous Data Protection for Files.msi package.
Please refer to Microsoft Systems Management Server
documentation.

e Use IBM Tivoli Provisioning Manager Express. Please
refer to the IBM Tivoli Provisioning Manager Express
documentation.

e Place the installer on a file server and ask end users to
invoke the installer at their leisure.

e Use the Continuous Data Protection for Files
FpPushlinst.exe executable.

FpPushlnst.exe (Push Install Command)

The FpPushinst.exe executable pushes a local installer
executable to another computer.

The FpPushlinst.exe executable file can be found at the
root of the installation folder. The default installation root
folder is C:\Program Files\Linksys\CDP_for_Files.

The FpPushinst.exe executable pushes the Continuous
Data Protection for Files local installer executable to the
ADMINS share on the target computer (see Windows
Installation Folder, page 14). The FpPushinst.exe
executable can also copy a local configuration file fpa.
txt, to \System32\ in the Windows installation folder.
FpPushinst.exe executable then starts a service on the
remote computer to invoke a silent installation. Due to
firewall and other system settings, the FpPushinst.exe
executable will not work in some environments.

Syntax

FpPushinst.exe remote computer name /user:username
/pwd:password /c:local path of configuration file /r local
path of installer “/S \"/v /qn options\"”

There must be a blank space before each parameter. Blank
space is optional between most parameters and their
values. No space is allowed between “ and /S. No space is
allowed between“ and /v.

Continuous Data Protection for Files

Parameters remote computer name The host name of
the computer where you want to install Continuous Data
Protection for Files.

/user:username /pwd:password An administrative user
account and password on the remote computer.

/c:local path and file name of configuration file The
path and file name of a Continuous Data Protection for
Files configuration file on the local computer. See Provide
a Configuration File for the Continuous Data Protection
for Files Client, page 14. The FpPushlinst.exe executable
copies the local configuration file to the \System32\
folder in the Windows installation folder of the remote
computer. This parameter is optional. If not specified, the
configuration of the remote Continuous Data Protection
for Files client will be the default configuration.

A NOTE: The Continuous Data Protection for Files
installer looks for a configuration file named
fpa.txt in the \System32\ folder in the Windows
installation folder of the remote computer.
Continuous Data Protection for Files installer
will not use a configuration file in that folder
with any name other than fpa.txt. Hence, in
most circumstances, the file you specify with
this parameter should be named fpa.txt.

/Irlocal path and file name of installer file The path and
file name of Continuous Data Protection for Files installer
file on local computer. The installer file name must contain
the string CDP and end with .exe. For example, a valid
path and name is Linksys_CDP_3.1.0.0.exe. Separate the
parameter and the value with a blank space.

/S The /S parameter indicates silent installation.
Options

The FpPushinst.exe executable passes these options to
the installer. The options for a push installation are the
following:
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DONT_LAUNCH_FILEPATHSRV=1 This option is
required for push installation. A pushed installation
runs in the system context. It is not recommended that
you launch Continuous Data Protection for Files in the
system context after installation. Running Continuous
Data Protection for Files in the system context can lead to
failures when backing up files, or failures later when a user
tries to restore files. Use this option to suppress launching
Continuous Data Protection for Files in the system context
immediately after installation.

REBOOT=ReallySuppress Suppress system reboot after
installation. If users are logged on to the remote system,
rebooting can be disruptive.

INSTALLDIR=folder The default installation folder is C:\
Program Files\Linksys\CDP_for_Files. If you want to install
to another folder, use this option and specify the folder.
The path corresponds to the remote computer.

/I*v log file path Specify a file to log the installation
activities. The path corresponds to the remote computer.

Example

This example pushes the installer file (Linksys_CDP_
3.1.0.0.exe) to the remote computer (Computer1). It also
pushes a local configuration file c:\fpa.txt to the remote
computer’s Windows installation folder as \System32\fpa.
txt.The/userand/pwdvaluesareusedtologontotheremote
computer for this operation. FpPushlinst.exe then starts a
service on the remote computer to invoke the installer,
passing to it the parameters: /S, REBOOT=ReallySuppress,
DONT_LAUNCH_FILEPATHSRV=1. This tells the installer to
install silently; do not reboot after installation, and do not
launch Continuous Data Protection for Files in the system
context immediately after installation. The installer will
adopt the protection settings in the configuration file in
the Windows installation folder \System32\fpa.txt.

FpPushinst.exe \\Computerl /user:Administrator /
pwd:secret/c.c:\fpa.txt/rC:\ProgramFiles\Linksys\Linksys_
CDP_3.1.0.0.exe “/S \"/v /gn REBOOT=ReallySuppress
DONT_LAUNCH_FILEPATHSRV=1\""

Provide a Configuration File for the Continuous
Data Protection for Files Client

When Continuous Data Protection for Files is initially
installed, the installer can get configuration data from a
file \System32\fpa.txt in the Windows installation folder.
(See “Windows Installation Folder” on the right). If this file
does not exist, the installer will install Continuous Data
Protection for Files with default configuration.

After the initial installation, Continuous Data Protection
for Files will pull future configuration settings from
configuration files placed in a downloads folder in
the central administration area (see Administration

Continuous Data Protection for Files

Folders, page 43 and Chapter 7: Central Management
Considerations, page 41. New configurations will be

adopted within 10 to 20 minutes after being placed in the
downloads folder.

Create a configuration file from an existing client:

1. Use the Settings Notebook to configure the client as
you want the configuration for other Continuous Data
Protection for Files clients.

2. Publish the configuration. Use the Publish... check
box in the Central Administration page of the user
interface. A configuration file called fpcommands.xml
is created in the global downloads folder in the central
administration area.

If you will use the file to change configuration after an
initial installation, do not rename the file. Continuous Data
Protection for Files pulls configuration data only from a
file named fpcommands.xml.

To use the published configuration settings wheninvoking
the installer, rename the file to fpa.txt and place it in the
\System32\ folder in the Windows installation folder.

To use the published configuration settings after an
initial installation, place the fpcommands.xml file in the
downloads folder of the consuming Continuous Data
Protection for Files client.

If you will use the configuration file for a push installation,
do not configure a forced backup. If you force a backup
on a pushed installation, Continuous Data Protection for
Files will attempt to back up files in the system context.
These backups can fail, and when a logged on user later
attempts to restore these files the restore can fail. To avoid
a forced backup, do not check the Run ‘Scan Now’ on
other computers check box in the Central Administration
Settings window.

Windows Installation Folder

Continuous Data Protection for Files references the
Windows installation folder during installation of
Continuous Data Protection for Files. During installation,
Continuous Data Protection for Files can get configuration
information from a file named fpa.txt in the \System32\
sub-folder in the Windows installation folder.

The Windows installation directory is also known by the
environment variable %WINDIR%, and as shared drive
ADMINS. Typically, the Windows installation directory is
C\Windows.
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Chapter 3:
Changing Protection
Settings

When you initially install Continuous Data Protection for
Files, the Initial Configuration Wizard guides you to set
your protection settings. After installation, you can change
your protection settings with the Settings Notebook. If
you are managing other Continuous Data Protection for
Files clients, see also Chapter 7: Central Management
Considerations, page 41. If you are managing a server,
see also Chapter 8: Protecting a Server, page 46.

Settings Notebook

After the initial installation and configuration, you
can change your protection settings with the Settings
Notebook.

LiNgSYS" Continuous Data Protection “cisco
Help
General General
Files To Protect ke
E-mail Protection
Rermote Storage Back up to:
DA [v]
Mo esni v
2

Maximum space for backups
4 GB [v]

Continuous protection level:
Local and remote storage [v]

General

Open the Settings Notebook by clicking Settings from the
menu of the Continuous Data Protection for Files Status
page.

Use the control buttons at the bottom of each page to
navigate to a page with settings you want to change. Click
the OK button to apply your new settings and return to
the Continuous Data Protection for Files Status page. Click
the Apply button to apply your new settings and stay in
the Settings Notebook. Click the Cancel button to exit the
Settings Notebook without applying your changes.

The Settings Notebook has 5 options:

e General Use the General page for the following
settings:

- Which drive to use for your local storage area

Continuous Data Protection for Files

- How many versions of protected files to keep on
local storage area

- The maximum size of your local storage area

- Whether you want to store backup copies on local
storage area, remote storage area, neither, or both

Files to Protect Refer to Files to Protect, page 17 for

these settings:

- Which folders and files to continuously protect

- Which folders to vault

- Force a backup of all protected files when you
change which files are continuously protected

E-mail Protection Refer to E-mail Protection, page
22 for your e-mail protection settings, including the
schedule to protect your e-mail and all files that are
backed up on a schedule.

Remote Storage Refer to Remote Storage, page 22
for these settings:
- Your remote storage area

- How many versions of protected files to keep on
remote storage area

- The maximum size of your remote storage area

- Whether to encrypt, compress, or use sub-file
copy for backup copies stored on remote storage
area

Advanced Refer to Advanced, page 25 for these
settings:

- Whether to allow program messages to pop up

- Performance settings, including the following:

”n Maximum size file to protect on local storage
area

”n Maximum size file to protect on remote
storage area

”n  Maximum speed for transfer to remote storage
area

- The Advanced page also contains a link to set your
scheduled backups. Follow the link to do these
tasks:

”n Choose which files to back up on a schedule

=

Start a backup of your scheduled files
immediately

”n View reports of your scheduled backups
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General

Use the General page to choose the local storage area for
the backup copies of your continuously protected files.
Choose the storage location and space, and how many
versions of protected files you want to keep.

LiNgSYS" Continuous Data Protection cisco
Help
General General
Spe: iny versions of backups to
Files To Protect
E-mail Protection
- Back up to:
Remote Storage 2
DA [v]
Mo esni v
2

Maximum space for backups
4 GB [v]

Continuous protection level:
Local and remote storage [v]

General

Back Up To Choose the location where your local
backup copies will be stored. Local backup copies will be
stored in a folder on one of your local drives. The default
configuration is the non-removable local drive which has
the most free space.

A NOTE: Select a non-removable drive. Only
non-removable drives can be used as the
storage location for local backup copies.

Continuous Data Protection for Files will create backup
copies in a subfolder named \RealTimeBackup\.
For example, if the local storage area is configured
as the C\ drive, backup copies will be stored in
C:\RealTimeBackup\.

A NOTE: The drive selected in the Back up to: area
specifies the location where the backup copies
are stored. The Back up to: location does not
specify the files and folders to protect.

How many versions to keep Continuous Data Protection
for Files can save more than 1 backup version of each file.
When you restore a file, you can choose which version of
the file you want to restore. When the configured number
of versions is reached, older versions of a file are deleted.
Keeping more versions requires more storage space, but
allows you more choices when restoring a file.

Maximum Space for Backups

Continuous Data Protection for Files

Maximum space for backups Specify how much space
to use for all backup copies on local storage. When the
storage area becomes full, older versions of files are
deleted until the storage area is at about 80 percent of
the configured maximum. If, after deleting all versioned
backup copies, local storage space is still insufficient,
Continuous Data Protection for Files will delete the oldest
non-versioned files.

A NOTE: No warning message displays when the
maximum space is reached.

The default space for local backups is 500 MB.

During a forced backup of all protected files, Continuous
Data Protection for Files can use more space than you
configured for local storage. (A forced backup of all
files occurs during the initial backup when you install
Continuous Data Protection for Files, and when you
check the Back up with new settings box in the Settings
Notebook). The excessive space condition is only
temporary. After the forced backup of all files is complete,
the first time you change a protected file, Continuous Data
Protection for Files purges files from the local storage area,
if necessary, to meet the space you configured.

a NOTE: If you try to back up a file which is larger
than the space you have allocated for your

storage area, Continuous Data Protection for
Files will purge all older versions of your files,
and then will fail to back up the file. Make sure
that the maximum space for your storage areas
is greater than the file size limit in the Advanced
page of the Settings Notebook.

Continuous  protection level Continuous Data
Protection for Files offers two levels of protection for your
files: continuous protection and scheduled protection.
See Types of Protection, page 1 for a discussion of these
two types of protection.

Use this box to select which storage areas to use for
continuously protected files.

¢ None Files will not be protected.

e Local storage only Continuous Data Protection for
Files will create backup copies only on the local storage
area.

e Remote storage only Continuous Data Protection
for Files will create backup copies only on the remote
storage area.

e Local and remote storage Continuous Data
Protection for Files will create backup copies on both
the local and remote storage areas. This provides the
most protection for your files, and is the default.
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Files to Protect

Select the files and folders that you want to continuously
protect.

You can specify the files to protect by Folders and Files
and by Applications. You can also specify those folders
that you want to vault. Vaulted folders cannot be modified
nor deleted.

LvgsYs” Continuous Data Protection o)

Help

Files To Protect

E-mail Protection
R Folders and Files

My Dy . %.doc, *.xls, *.ppt, ©123
Advanced Details

Applications
No applications

Details

Vault
0 folders
Details

Back up with new settings

Do this only if you made significant changes to your computer, such as adding directories or
installing new programs. This operation can take hours to complete, depending on the number and
size of your files and the network trafiic

[ Start an initial backup with the new settings

Files To Protect

Folders and Files

Folders and Files
My Documentsh, CANLE, Cools, 1100
Details

Files To Protect > Folders and Files

This box gives a summary of the folders and files that are
continuously protected. The number of items protected
refers to the items in the list of folders and files. A single
list item can specify more than one file. Click the Details
link to view all items in the list and modify the list. The
Folders and Files Settings dialog will be displayed.

Folders and Files Settings Dialog for Continuous Protection

Specify which folders and files to continuously protect by
selecting those to include and those to exclude.

Add a falder or file for continuous protection, or exclude it from protection. You can alsa remove a folder or file from the list.
Items that are excluded will not be protacted.

Folders and Files

Include Exclude Rermove

Name Type |
Wy Documents Include ~
CALS Include L
Citools Include 1
“lon Include
RealTimeBackup Exclude
WProgram Files Exclude
\Bystem3z Excluds
- Exclude
*trp Exclude
* temp Excluds =

Folders and Files Settings

Continuous Data Protection for Files

The top of the list box has three menu buttons. Click the
buttons to add and remove items from the list.

Include Click Include to add files/folders that you want to
continuously protect. The Select folders dialog will open.

Exclude Click Exclude to add files/folders that you want
to exclude from continuous and scheduled protection.
The Select folders dialog will open.

Remove Select a list item, then click Remove to remove
that list item.

Each row in the list has two columns:

Name Patterns in the Name column specify one or more
files or folders. See Interpreting File and Folder Patterns,
page 6 to determine what files and folders will match a
Name pattern with blanks or wildcards. When a folder is
protected, all of its files and sub-folders are protected.

Type Values in the Type column indicates if the files and
folders should be included or excluded from protection.
Files and folders of type Exclude will be explicitly excluded
from continuous and scheduled protection. Files of type
Include will be protected. Exclude has precedence over
Include, so any file or folder that matches an Exclude
pattern will not be protected, even if the same file or
folder matches an Include pattern. (See Including and
Excluding Files from Protection, page 18.)

A NOTE: This Folders and Files Settings list
looks similar to the list displayed in the Initial

Configuration Wizard. However, the Initial
Configuration Wizard only allows file additions
(all of type Include). The Initial Configuration
Wizard is intended to get Continuous Data
ProtectionforFilesstarted quicklyandeasily. Any
Exclude patterns excludefiles from protection as
soon as Continuous Data Protection for Files is
installed, but they are hidden from view during
installation. Although the installed Exclude
patterns are recommended for most users, the
Exclude patterns are exposed in the Settings
Notebook to allow advanced users more robust
configuration options.

Protected Drives

All files that meet the include and exclude specifications,
and that appear to Continuous Data Protection for Files as
internal drives, are protected.

In some cases, an external USB drive looks like an internal
drive, and Continuous Data Protection for Files tries to
protect the files on that drive. In this case, add the drive
letter to the exclusion list so that all files on the USB drive
are excluded from protection. For example, if your E: drive
is a USB drive, add E:\ to the list of excluded items.
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Including and Excluding Files from Protection

Protected files are specified by including files and by
explicitly excluding files.

Continuous and Scheduled Protection (Not Vaulted)

Continuous Data Protection for Files keeps a list of
files that are included for protection, and a list of files
that are explicitly excluded from protection. The list of
included files is separated into those that are included for
continuous protection, and those that are included for
scheduled protection. The list of excluded files applies to
both continuous and scheduled protection.

Afile is on the include list if it is defined in the Folders and
Files list by a pattern with Type Include. Similarly, a file
is on the exclude list if it is defined by a pattern of Type
Exclude. Itis possible that a file can be on both the include
list and the exclude list.

If a file (or folder) is on the exclude list, it will not be
protected, neither by continuous protection nor by
scheduled protection. Even if the file (or folder) is also on
an include list, it will not be protected.

If a file is on an include list and not on the exclude list, it
will be protected.

If a file is not on an include list, it will not be protected.

The table below summarizes the interaction of inclusion
and exclusion. The two left columns indicate if a file is
included or excluded, and the right column indicates if
the inclusion and exclusion yield protection for the file.

File is specified Files is specified Is file protected?

on Include list on Exclude list

No Yes No
Yes No Yes
Yes Yes No

You add items to the include list in several places where
settings are configured. You add items to the exclude list
in only one place: the Folders and files settings dialog of the
Files to protect page of the Settings Notebook.

Continuous Data Protection for Files

Add a folder or file o
Ttems that are exclus

ntinuous pratection, or exclude it from pratection. You can also remave a falder or file fram the list
ill not be protected

Folders and Files
Inchude Exclude Rernove

Name Type \

C\Documents and Setting My Document Include ~
* tmp Exclude

Folders and Files Settings

For example, assume the list above, which includes only
\My Documents\, and explicitly excludes only *.tmp.
The result is that any files with .tmp file extension in \My
Documents\ folder will not be protected. All other files
in \My Documents\ folder and its sub-folders will be
protected.

As another example, assume the same list as above. If you
choose an application (see Application Settings, page
19) that typically creates files with extension .tmp, those
.tmp files will not be protected.

Continuous Data Protection for Files provides a default
list of files and folders to be included and excluded. This
list excludes from protection various Windows operating
system files, the Program Files folder, and temporary files.
These exclusions are recommended.

Be very careful when excluding items. Because the
patterns in your list can match more than one folder or file,
be careful that you do not exclude some files by mistake.
See Interpreting File and Folder Patterns, page 6 for an
explanation of how patterns match file and folder names.

For example, consider a small variation to an excluded
pattern: \Temp\. If you used instead \temp (without the
closing folder delimiter), this would have a very different
effect. Even though this may seem like a small change, it
has a potentially large impact. All files which have \temple,
\temptation\, \temperature\, \template\, and other
variations of \temp*, would be excluded from protection.

Consider another example. You choose to exclude *.gif
so you can avoid backing up files saved by your browser
when you open different web sites. This pattern will also
exclude all .gif files in \My Pictures\ folder.

Vaulted Folders

Vaulted folders, and the files in them, are not affected by
the exclude list, nor by the lists of files that are specified
for continuous or scheduled protection. All files that you
select in the Vault settings dialog of the Files to protect
page of the Settings Notebook will be vaulted.
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Select Folders

Select ar deselect a folder

® 2 DB2LOG ]
& pma
B2 Documents and Settings
15 Administrator H
2130 java
55 jpi_cache

(5 Application Data

2 cmve_properties

D cookies

1) Desktap

S Favorites

12 Local Settings

{2 My Documents]

D NetHood

ST v

Falder ame fwildcards allowed)
[caD and Settings\Admini My D

Select Folders

The Select Folders dialog allows you to specify files and
folders. You can browse to choose a folder, or type the
name of a file or folder in the Folder Name text field. If you
browse and choose afile or folder, you can modify its path
in the Folder Name text field.

A NOTE: Only your internal drives can be
protected. Any external storage devices are

considered remote storage devices.

Interpreting File and Folder Patterns:

Protection settings use patterns to specify what files and
folders to protect. The files and folders that are protected
depend on blanks before and after a pattern, and asterisks
in the pattern.

You can enter the complete path of a file that you want
to protect. For example, C:\Documents and Settings\
Administrator\My Documents\Soccer\2005AYSO\Parent
Info U8B.doc. The complete path unambiguously matches
a single file. But to specify all files this way would be quite
time-consuming. Use asterisks and blanks as wildcards in
the pattern to specify several files.

An asterisk matches any number of charactersin afile path.
If there are no asterisks, then Continuous Data Protection
for Files will match any file whose fully expanded path
name has that exact pattern anywhere in the path or
filename. The pattern is not case-sensitive.

If there are no asterisks in the pattern, then blank spaces
before and after the pattern are interpreted as asterisks.
Hence, \myDocs\ and *\myDocs\* yield the same matches.
If there are asterisks in the pattern, then blank spaces
before or after the pattern match no characters. Hence,
\myDir\, *\myDir\, and \myDir\* could yield three different
matches, as in the table of examples below.

Continuous Data Protection for Files

Asan example, assume a pattern fish. This pattern matches:
C\dir\fish.doc and C:\fish\anyfile.doc and c:\Dirfishfood\
something.

If the pattern has slashes around it (\fish\), it will match
any object with \fish\ somewhere in the path. This pattern
matches C:\fish\anyfile.doc but not C:\dir\fish.doc and not
c:\Dirfishfood\something

File and Folder Pattern Matches

Pattern Matching Folders and Files on computer

\myDir\ or c\myDin\

\mYdiR\ or c:\myDir\Contacts\

*\myDir\* or c:\myDir\Contacts\contacts.txt
\mydir\* c:\Projects\myDir\

c:\Projects\myDir\myThings\
c:\Projects\myDir\myThings\things.doc
c:\Projects\myDir\myThings\myPhoto.jpg
d:\Notes\myDir\

\myDir\ c\myDir\
c:\Projects\myDir\
d:\Notes\myDir\

\myDir\*

d:*\mydir\* d:\Notes\myDir\

\my best c:\Books\My Best.doc

c:\Photos.jpg\My Best Photo\
c:\Photos.jpg\My Best Photo\Best.jpg
f:\Projects\My Best Project\
f:\Projects\My Best Project\Dream.xls

Jjpg c:\Photos.jpg\
c:\Photos.jpg\myHouse.bmp
c:\Photos.jpg\My Best Photo\Best.jpg
c:\Projects\myDir\myThings\myPhoto.jpg
*jpg c:\Photos.jpg\

c:\Photos.jpg\My Best Photo\Best.jpg
c:\Projects\myDir\myThings\myPhoto.jpg

E:\ All files and folders on the E: drive.
E:\*

Applications

This box gives a short list of the applications that are
protected.

Applications
Lotus Organizer, Microsoft Excel, Microsoft PowerPoint, Microsoft Word, Software DVD
Player

Details

Applications Box

To see the complete list of the applications that are
protected, click Details. The Application Settings dialog
will be displayed.

Application Settings

Specify a list of applications to protect.
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Select or deselect application data to build the list.
Applications and Extensions

View By Ranking
[ Acrobat Distiller (.joboptions) E
[ address Book (.wab,.p7c)
[ adobe Acrobat 6.0 (.xfd,.rmf,.pdx,.pdf, bpdx)
[ Adobe Reader 8.0 (.xfdf,.xdp,.pdf,.fdf,.etd,.edn)
[ clip Organizer (.mpf)
[ orTa Filter/Revision Editor (.ditaval)
[ pic Editor for Windows (.sgml st,.ide,.idd,.ent,.dit dita,.dbl)

or Scripts (.scr.pif, d,.bat)

[ Firefox (.mfp,.html,.htm) vl

Application Settings

The Applications and Extensions box presents a list of
applications and their associated file extensions. When
an application is checked, all files with the associated
extensions will be protected. For example, when Adobe
Acrobat® is checked, all files with extension xfd,.rmf,.
pdx,.pdf, and .bpdx will be protected. You can check and
uncheck applications to suit your protection needs.

The list of applications has two views. Each view orders
the applications in a different way. Click the menu item at
the top of the box to change the view.

View by Ranking The applications that have the greatest
quantity of files on your computer are presented at the top
of the list. The applications that have the least quantity of
files on your computer are presented at the bottom of the
list.

View Alphabetically The applications are presented in
alphabetical order.

If you check a box, all file extensions associated with that
application will be added to the list of protected files.

If you uncheck a box, all files with that extension will
be removed from the list of protected files. Note that
removing file extensions from the list of protected files
does not mean adding those files to the list of files that
are explicitly excluded from protection.

Click OK in any of the views to update the list of protected
files. Click Cancel to leave the dialog without changing
the list of protected files.

You can add files to be protected in the Application
Settings dialog, but these applications will be protected
only if the files are not explicitly excluded, see Including

and Excluding Files from Protection, page 18.
Vault

Displays a summary of vaulted folders.

Vault
C:Abuildims gpubS40

Details

Vault Box

To change the folders that are protected, click Details.

Continuous Data Protection for Files

Vault Settings

Specify a list of folders. All files in that folder and all
sub-folders will be protected from being changed or
deleted.

Select a folder and click Wault Felder to protect it against modification or deletion. Select & vaulted folder and click Unvault
Falder to turn off the protection

Folders and Files
Wault Unwault

Name ||
0EATS0 ~

CiD and
cD and g
CAD and g
CAD and g

O06F allAy S0
Photos2004
Photos2005

oooo

—_—_

Vault Settings

Vaulted folders cannot be modified nor deleted. Files can
be added to the folder, but the files in the folder cannot be
changed nor deleted.

The Folders and Files box lists the files that are protected
by vault.

Click Vault to open a browser to choose files to protect.

Click Unvault to remove vault protection from the selected
folder, and all its files and sub-folders.

Neither the Exclude nor Include items from other dialogs
affect the list of vaulted folders. All folders in the Vault
settings dialog, and only the folders in the Vault settings
dialog, will be vaulted.

Click the OK button to add your changes to the pending
settings updates.

A NOTE: The configured settings will not be
applied until you click the Settings Notebook

OK or Apply button.

Click the Cancel button to exit the dialog without applying
changes.

Vault Duration

You can specify the duration of vaulting by using special
folder names. Files in these folders will be vaulted for a
specific period of time and after that time the files will not
be vaulted.

To specify duration of vaulting, create a folder named\
KeepSafe\ in any vaulted area. In the \KeepSafe\ folder,
create folders that indicate the vaulting period. For
example, C:\MylmportantDir\KeepSafe\Retain 3 years\.
Any file created in that folder will be prevented from
alteration or deletion for three years. After the expiration
time, the file is no longer vaulted. There are three ways to
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indicate the vaulting period. Each way requires that you
use a keyword in the folder name.

¢ \KeepSafe\RetainForever\ Files in this folder will be
vaulted forever. Such material can never be moved to
another folder with shorter vaulting duration. Material
can be moved within the folder tree and to other
folders of the same duration.

¢ \KeepSafe\Retain Duration\ Specify exact vaulting
periodsusing English terminology.Durationis specified
by a combination of the following time units:

e Years

e Days

e Hours

e  Minutes
e Seconds

Use 1 or more time units. Each time unit you use must
be preceded by a number up to 5 digits long. You may
include spaces or underlines or dashes and mix case in
the folder name. The following are valid examples:

\Retain23days4hours\
\Retain 3years\
\Retain_3years\
\Retain-23DAYS_4minutes\
\Retain 1000 days\

¢ \KeepSafe\RetainUntil Date\ Specify a date after
which the vaulting will expire. The date must include
year, month, and day in the following format:
yyyymmddhhmmss. The hours, minutes and seconds
are optional. The default time is 00:00:00. The
following are valid examples:

\RetainUntil20191231235959\
\RetainUntil 20200101\
\RetainUntil20200101\
\RetainUntil_20200101\

A NOTE: You cannot create a \Retain... folder

within a vaulted \Retain... folder. You cannot
move material that is in one vaulted \Retain...
folder to a vaulted \Retain... folder that has an
earlier expiration date.

Back Up with New Settings

Scan all drives and back up all files that are configured for
protection.

If you changed the specifications for Folders and Files
or Applications to include files that were not previously

Continuous Data Protection for Files

protected, it is highly recommended that you back up
those files now. Check the box to scan and protect all
files when you click the Settings Notebook OK or Apply
button.

During a forced backup of all protected files, Continuous
Data Protection for Files can use more space than
you configured for local storage. (A forced backup
of all files occurs during the initial backup when you
install Continuous Data Protection for Files, and when
you check the Back up with new settings box in the
Settings Notebook). The excessive space condition is only
temporary. After the forced backup of all files is complete,
the first time you change a protected file, Continuous Data
Protection for Files purges files from the local storage area,
if necessary, to meet the space you configured.

A backup is not necessary to activate vault protection. If
you changed Vault settings, the folders become vaulted
when you click the Settings Notebook OK or Apply
button.

Do not check this box if you are creating a configuration
file for a push installation. If you use this configuration
setting in a push install, the backup copies will be created
in the system context. When you later run Continuous
Data Protection for Files in the user context, you can have
problems restoring these files.

When to Back Up All Files

When you first install Continuous Data Protection for Files,
it is highly recommended that you immediately back up
all files that you configured for protection. Without the
initial backup, only files that change will be protected. The
initial backup will protect all of the existing files that you
designated for protection.

One exception is when you push an installation of
Continuous Data Protection for Files to a remote
computer and do not reboot. If you force a backup on a
pushed installation without rebooting, Continuous Data
Protection for Files will attempt to back up files in the
system context. These backups can fail, and when a user
that is logged in later attempts to restore these files the
restore can fail.

After the initial backup, the typical rate of file changes
do not require that you again back up all files at once.
If you change the specifications for Folders and Files or
Applications to include files that were not previously
protected, the new files need to be backed up. If you
extend protection to new e-mail files or other files that
are included in scheduled backups, the new files need to
be backed up. Until you change these files, and without a
forced backup, Continuous Data Protection for Files will
not back up these files. To protect these files, you must
force a backup of all files.
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If you don't change your configuration but suddenly make
a big change to the files that are configured for protection,
you should also force a backup of all files. Consider this
if you add a new drive whose files are configured for
protection.

A forced backup causes Continuous Data Protection
for Files to scan all local drives looking for files that you
designated for protection This means that every file in
every directory will be investigated, and all files that meet
the include, exclude, and size criteria will be copied to
the local or remote or both storage areas. The creation of
backup copies could take several hours. It will also take
significant processing resources. Plan the backup at a time
when you do not need computing resources for other
activities.

After this scan and backup is complete, Continuous
Data Protection for Files will continue to operate in the
background without any significant impact on your
regular computing activities.

Changing the Vault settings does not require a forced
backup.

You can force a backup of your continuously protected
files in two places:

e The Initial Configuration Wizard, when you initially
configure Continuous Data Protection for Files

e The Files to Protect page of the Settings Notebook, any
time after initial configuration.

E-mail Protection

Select the e-mail applications that you want to protect.
Select a schedule for protecting the e-mail applications.

LvgsYs” Continuous Data Protection o)

Help

Files To Protect
E.mail Protection
Remote Storage E-mail Application:
Lotus Notes [v]
Advanced ) ) )
E-mail App Data Folder (wildcards allowed):
Fid; ~nsf

How often to protect your e-mail:

On what day of the week:
Friday  [v

At this time:

1200 [v] |AM[v]

Scheduled Backup Settings

E-mail Protection

Because e-mail files typically are very large, they are not
backed up continuously, but only on the schedule that
you select.

Continuous Data Protection for Files

E-mail files are backed up only to remote storage. If the
remote storage is not available at the scheduled backup
time, Continuous Data Protection for Files will queue
the backup copies for later transmission. When the
remote storage area becomes available, Continuous Data
Protection for Files will create the backup copies on the
remote storage area.

E-mail Application Select one of the popular e-mail
applications in the list. If your application is not listed,
select Other.

E-mail Application Data Folder If you choose your
e-mail application from the E-mail Application list, the
default file type for that application will appear in this box,
and you will not be able to update the file specification.
You can update this field only if you select Other in the
E-mail Application list.

How often to protect your e-mail You can schedule
e-mail protection at one of several intervals:

e Never E-mail will not be protected.

e Hourly E-mail files will be backed up every hour, just
after the hour.

e Daily If you choose this interval, also select the time
for the backup.

o Weekly If you choose this interval, also select the day
and time for the backup.

e Monthly If you choose this interval, also select the
day of the month and time for the backup.

Scheduled Backup Settings Click the Scheduled
Backup Settings link to open the Folders and Files Settings
dialog for scheduled backup.

Remote Storage

Specify the remote storage for the backups of your
protected files.

LiNgSYS" Continuous Data Protection cisco
Help
Remote Storage Back up to: _
Extemal Device [v]
Sl Location:
[D:ACDPstoraget
How many versions to keep: Maximum space for backups:
B — N

Advanced Settings
O Encrypt backups
O Compress backups

Use sub-file copy to send only changed portions of a file to remote storage
to reduce network trafic. The changed portions are saved to a separate file
on remote storage.

Use sub-file copy for files larger than:
50 MB [v]

Remote Storage
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Storing files in a remote storage area will protect the
files in case local copies are lost. Backups of continuously
protectedfiles, andfiles protected onaschedule, are stored
in the same remote area. Continuous Data Protection for
Files is very tolerant of intermittently available networks. If
remotestorageareaistemporarily unavailable, Continuous
Data Protection for Files will queue backup copies until
the remote storage becomes available.

Back up to Specify the remote storage device type where
your backup copies will be stored. You can specify a file
server or removable disk to store the backup copies. The
remote device can be another computer (such as a NAS or
file server), or a remote disk, or a removable disk.

Location Specify the location of your storage device.
What you select from the Back up to list affects what you
enter in the Location field.

In the Location: field, if you choose a remote server, it is
recommended that you use Universal Naming Convention
(UNQ) specification for the file server instead of drive
letters. Drive letters can change after rebooting and often
do not reconnect automatically.

If you choose a USB external device, you can select the
driver letter. However, removable external device drive
letters can change.

Click the Browse button to view a Browse for folder dialog
box. Use this dialog box to navigate to the location for
your remote storage area. If this dialog becomes hidden
behind other windows, click on the task bar to bring it to
the front.

Continuous Data Protection for Files will create backup
copies in a subfolder named \RealTimeBackup\computer
name. For example, if a computer name is Computer1, and
the remote storage location is configured with the value
\\remote\share, backup copies will be stored in \\remote\
share\RealTimeBackup\Computer1\.

If you log in to your computer with a user name and
password thatis valid also on your remote storage location,
Continuous Data Protection for Files will authenticate
transparently into that network location. If you do not
log in to your computer with a user name and password
that is valid also on your remote storage location, you will
need to log into the network interactively using another
account with regular privileges. You can log in interactively
by using the Net Use command.

Some versions of Windows have a concept of simplified
file sharing, which allows one computer to easily connect
to another computer over the network. The resulting
connection allows only limited file system capabilities, and
inhibits the creation of backup copies. Some information
such as access control lists or file streams can be lost. It
is recommended to disable simplified file sharing on the
remote storage area.

Continuous Data Protection for Files

WebDAV Server

Some Internet Service Providers (ISPs) provide Web-based
Distributed Authoring and Versioning, or WebDAV. The
WebDAV protocol provides the functionality to create,
change and move documents on a remote server. This is
useful, among other things, for authoring the documents
which aWeb server serves, but can also be used for general
Web-based file storage. If your ISP provides WebDAV
functionality, Continuous Data Protection for Files can
store backups on a Web-based server.

In the Location: field, enter your WebDAV server location
using the following format: https://MylISP.com/MyAcct.

When using WebDAYV, Continuous Data Protection for Files
only supports the Basic Authentication method described
in the HTTP 1.0 RFC. Because this authentication method
sends the password as clear text over the network, it is
also recommended that the Web server be configured to
use secure sockets.

IBM Tivoli Storage Manager or IBM Tivoli Storage Manager
Express

Continuous Data Protection for Files can store backup
copies on an IBM Tivoli Storage Manager server. You do
not need to install the IBM Tivoli Storage Manager backup-
archive client. If you install the IBM Tivoli Storage Manager
backup-archive client, it functions independently from
Continuous Data Protection for Files.

In the Location: field, specify the IBM Tivoli Storage
Manager server location, using the following format:
tsm://Host.com. You can also use an IP address for the
server address.

You will be prompted to enter a valid password for your
IBM Tivoli Storage Manager server.

Continuous Data Protection for Files supports IBM Tivoli
Storage Manager server version 5.3.3 or later.

Configure your IBM Tivoli Storage Manager server before
trying to connect from Continuous Data Protection for
Files. Register your computer as an IBM Tivoli Storage
Manager node. Continuous Data Protection for Files will
use the password assigned at registration to connectto the
IBM Tivoli Storage Manager server. For more information
about registering an IBM Tivoli Storage Manager node
for your computer, see the IBM Tivoli Storage Manager for
Windows Administrator’s Guide.

In order to manage storage space, the IBM Tivoli Storage
Manager administrator must grant authority to the IBM
Tivoli Storage Manager client node to delete backup
copies. For steps to assign authority to delete backup
copies, see IBM Tivoli Storage Manager Client Node
Lacks Authority to Delete Backup Copies, page 48.
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To avoid problems when using the IBM Tivoli Storage
Manager server, see Files are not Backed Up to IBM
Tivoli Storage Manager Server, page 47.

You can restore backup copies from the IBM Tivoli Storage
Manager server only with the Continuous Data Protection
for Files GUI. You cannot use the IBM Tivoli Storage
Manager Backup-Archive client to restore backup copies
created by Continuous Data Protection for Files.

How many versions to keep Specify how many backup
versions of a file to keep on remote storage. Continuous
Data Protection for Files can store more than one backup
version of each file. When you restore afile, you can choose
which version of the file you want to restore. When the
configured number of versions is reached, older versions
of a file are deleted. Keeping more versions requires
more storage space, but allows you more choices when
restoring a file.

Maximum space for backups Specify how much space
to use for all backup copies on remote storage.

The default size for the remote storage area is 40 GB. If you
increase the number of backup versions to keep, consider
increasing your storage area size. If you are unsure of how
much space to allocate, you can monitor your space usage
on the Status page and adjust the version and space
settings accordingly.

When the storage space becomes full, Continuous Data
Protection for Files deletes older backup copy versions of
files that have several backup copy versions. After deleting
the versioned backup copies, if more space is needed for
new backup copies, Continuous Data Protection for Files
deletes the last remaining backup copies of enough files
to make room for the newest backup copy.

If you try to remotely back up a file which is larger than the
space you have allocated for your remote storage area,
Continuous Data Protection for Files will purge all older
versions of your files, and then may fail to back up the
file. Make sure that the maximum space for your remote
storage areas is greater than the maximum file size for
remote backup in the Advanced page of the Settings
Notebook. For example, if you decrease your maximum
space for backups to 1 GB, you should decrease the
maximum file size for remote backup from the default of
1GB.

Encrypt backups Set encryption for remote backup
copies.

The encryption feature provides extra security on your
remote location. This can be useful if multiple people have
access to the remote server location, and you need to
ensure that each user’s data is protected from other users,
or anyone else who has access to the remote server.

Continuous Data Protection for Files

When you click the button labeled Encrypt backups,
Continuous Data Protection for Files will present a dialog
SO you can create a password for the encrypted files. This
password will be required to view or access any files which
are backed up by Continuous Data Protection for Files. The
encrypted password is kept in the installation directory. If
the files in the installation directory are lost, you will be
prompted to enter a new password.

Once encryption has been enabled, the password is
stored. If you disable encryption, then enable again, you
will not be prompted for a new password.

Continuous Data Protection for Files does not support
prompted encryption. Hence, if you specify the IBM Tivoli
Storage Manager server as your remote storage area, you
must configure non-prompted encryption in the IBM
Tivoli Storage Manager dsm.opt options file. In the dsm.
opt file, use the statement: encryptkey save. See the IBM
Tivoli Storage Manager for Windows Backup-Archive
Client Installation and User’s Guide for information about
setting encryption options in the IBM Tivoli Storage
Manager dsm.opt file. Continuous Data Protection for
Files supports AES128 encryption but does not support
AES56 encryption.

The dsm.opt file is in this folder:

Microsoft Windows XP, upgrade from version 2.2
C:\Program Files\Linksys\CDP_for_Files\dsm.opt
Microsoft Windows XP, new installation of version 3.1

C:\Documents and Settings\All Users\Application Data\
Linksys\CDP_for_Files\dsm.opt

a NOTE: \Application Data\ is a hidden folder, and
to see it you must modify your view preferences
in Explorer to show hidden files and folders.

Microsoft Windows Vista, new installation of version 3.1

C:\ProgramData\Linksys\CDP_for_Files\dsm.opt

A NOTE: \ProgramData\ is a hidden folder, and to
see it you must modify your view preferences in
Explorer to show hidden files and folders.

Files stored on the local storage area are not encrypted.
Files that are compressed can not be encrypted, and
the user interface will not allow you to configure both
encryption and compression. Files that use sub-file copy
can be encrypted.

Continuous Data Protection for Files can not protect
backup copies that it has encrypted. This is an issue only if
you store backup copies on a file server, and then protect
the files on the file server. If you configure Continuous
Data Protection for Files to encrypt the backup copies to a
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file server, you must not use Continuous Data Protection
for Files to protect the encrypted backup copies on that
file server. You can use the IBM Tivoli Storage Manager or
another backup solution to protect the encrypted backup
copies on that file server.

Compress backups Set compression for remote backup
copies.

Use compression to save space on your remote storage
location. The compression feature is not compatible
with the encryption feature. You can use compression or
encryption, but not both simultaneously. Files backed up
using the compression function must be restored using
Continuous Data Protection for Files.

If you enable both compression and sub-file copy, sub-file
copy has precedence. This means that a file which has a
size larger than the minimum for sub-file copy will not be
compressed, since it is subject to sub-file copy activity.
Only files smaller than the minimum size for sub-file copy
will be compressed.

Use sub-file copy Set sub-file copy for remote backup
copies.

Initially, an entire file is copied to the storage areas. When
sub-file copy is turned on, and when the file changes, only
the changed information is copied to the storage area. The
sub-file copies are saved as separate files on the remote
storage.

Sub-file copy can significantly reduce the amount of
network traffic. However, sub-file copy consumes more
processing resource on your computer. The default
setting is to use sub-file copy for files larger than 50 MB.
If you need to conserve more network resources, you can
reduce the size setting so sub-file copy will be used on
even smaller files.

Check the box to turn on sub-file copy. In the Use sub-file
copy for files larger than: field, specify the file size threshold
for using sub-file copy. For files larger than this size, only
the changed information is copied to the storage area.

Advanced

The Advanced page allows you to control popup messages
and tune performance.

Allow program messages to pop up For certain types of
activities or notifications, Continuous Data Protection for
Files pops up messages from the icon in the system tray. To
prevent the messages from popping up, select disabled.

A NOTE: If messaging is disabled, important
program messages regarding the failure of

Continuous Data Protection for Files operations
will be suppressed, which could lead to potential
loss of data.

Continuous Data Protection for Files

Performance Settings

Do not locally back up files larger than Limit the size
of files that are backed up to your local storage area. If
you try to back up a file which is larger than the space
you have allocated for your storage area, Continuous Data
Protection for Files will purge all older versions of your
files, and then will fail to back up the file. Make sure that
the file size limit in this field, and the size limit for files
backed up to remote storage, is less than the maximum
space for your storage areas.

Do not remotely back up files larger than Limit the size
of files that are backed up to your remote storage area.

Maximum remote transferrate Youcansetalimitonthe
volume of data that Continuous Data Protection for Files
transfers to remote storage. Consider limiting the transfer
rate if you need to ease the burden on your network.

Scheduled Backup Settings Click the Scheduled
Backup Settings link to open the Folders and Files Settings
dialog for scheduled backup.

Folders and Files Settings dialog for scheduled
backups Specify folders and files to back up on the same
schedule as e-mail files are backed up.

Select additional files and/or folders you want to be backed up when your e-mail is backed up
Folders and Files
Include Remove
Name

* nsf ]
*id

[ Stant scheduled backup now View Report

Folders and Files Settings

When considering what files to protect on a schedule,
see Types of Protection, page 1and Considerations for

Scheduled Backups, page 26.

List of Folders and Files to Include and Exclude

The top of the list box has two menu action items. Use the
menu items to add and remove items from the list.

Include Click Include to add files and folders that you
want to protect. The Select folders dialog will open.

Remove Select a list item, then click Remove to remove
that list item.

Each row in the list has one column.
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Name Patterns in the Name column specify one or more
files or folders. See Interpreting File and Folder Patterns,
page 6 to determine what files and folders will match a
Name pattern with blanks or wildcards. When a folder is
protected, all of its files and sub-folders are protected.

Start scheduled backup now The folders and files that
you specify will be backed up on the same schedule as
your e-mail backups. If you want to force a backup now,
check the Start scheduled backup now box and click the
OK button.

View Report Click the View Report link to open a table
of scheduled backup reports for all computers that share
a common central administration folder.

Scheduled Backup Reports Table

Use the reports table to monitor scheduled backups to
remote storage areas.

Ifyou save your files to a remote target, the following table displays summary information of all Continuous Data Protection for Files users who back up their files
to the same location on the remote target Click the links in the table to display detail informatio

Computer | Operating System | Version Last Backup | Fitles | Failures | History

eschaste.sanjose.ibm.com WindowsxP 31031 2007-03-15 22:39.08 2 0 Lk [

Reports Table

The scheduled backup reports table gives a summary
of scheduled backups to remote storage areas for all
computers who share a common central administration
folder. For more information on central administration
folders, see Administration Folders, page 43.

To see the reports table, you must be connected to your
remote storage area.

Each row identifies the reports associated with one
Continuous Data Protection for Files client, and contains
the following cells:

Version The version of Continuous Data Protection for
Files.

Last Backup The last completed scheduled backup.

Files A number indicating approximately how many files
were successfully backed up at the last schedule. Due to
the nature of the program and how the logging is done,
this number is only an approximation.

Click the number to display a complete report of the
scheduled backup. In addition to files backed up, the
report shows administrative activities and failed backup
attempts.

Continuous Data Protection for Files

Failures This column indicates how many errors there
were during the backup. Click the number to display a
report of the errors during scheduled backup.

History Click the link to display a list of the historical
backup and failure logs. Once this list is displayed, you
are able to click on logs to display more information. Only
reports which had actual files backed up will show as
active links.

Considerations for Scheduled Backups

Protect appropriate files on a schedule, and prepare the
files for backup.

Files That Are Appropriate to Protect on a Schedule

Large or frequently saved files can consume considerable
computing or network resources when they are backed
up. You can schedule periodic backups of these files when
the burden on computing or network resources will be
least inconvenient.

Some files are not often closed and saved, but should
be backed up periodically. Files protected by schedule
will be backed up even if they are open, but you can try
to schedule the backup for a time when the file will be
closed.

The files you select for scheduled protection will be
backed up only at the scheduled time, and only if they
change during the scheduled interval. This can yield fewer
backup versions than continuously protected files. Fewer
backup versions use less storage space, but offer fewer
opportunities when you want to restore a file.

Closing Applications Before a Scheduled Backup

Continuous Data Protection for Files backs up all files that
have changed during the schedule interval, including
files that are still open at the time of backup. The backup
copies of files that are backed up while open can be
corrupted. So it is suggested that you close applications
before a scheduled backup. Continuous Data Protection
for Files offers an opportunity to close applications before
a scheduled backup.

At the beginning of a scheduled backup, Continuous
Data Protection for Files attempts to close all files that are
listed in a text file called closeapps.txt in the installation
directory. Each line in the file must be a program name,
with name and extension, but no folder path. Continuous
Data Protection for Files sends a close command to each
instance of every program named in the closeapps.txt file.
Note that Continuous Data Protection for Files will not
send a start command to any of those programs when the
scheduled backup is finished.
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Changing Protection Settings Tasks Specify Which Files and Applications are

You can change which files and applications are protected, Contmuously Protected

and how they are protected. You can specify which files are protected continuously.
These tasks assume that you have installed Continuous You will be able to restore the latest version of these files.
Data Protection for Files. If you are setting which files are You will be able to restore different versions of these files.
protected during product installation, please see Initial 1. Open the Continuous Data Protection for Files Status
Configuration Wizard, page 5. page.

These tasks also assume that you start from the Continuous 2. Click the Settings menu item. The Settings Notebook
Data Protection for Files Status page. will be displayed.

S —— e 3. In the Settings Notebook, click the Files to Protect tab
SsisglRssiraIgcarialsiaET AR on the left side of the notebook. The Files to Protect
page displays. The page has 3 summary boxes: Folders

and Files, Applications, and Vault.

Local Storage

LiNgSYS" Continuous Data Protection cisco
" felp
Files To Protect
Files To Protect | whatis
E-mail Protection
My Files Restore e Folders and Files
: =2 Wy D . *.doc, *xls, "ppt, ~123
Advanced Details
Applications
No applications
Details
Vault
0 folders
Remote Storage Details
Back up with new settings
Do this only if you made significant changes to your computer, such as adding directories or
installing new programs. This operation can take hours to complete, depending on the number and
size of your files and the network traffic.
Status Page [0 Start an initial backup with the new settings
The Status page displays when you double-click the
Continuous Data Protection for Files ] icon in the
system tray or start Continuous Data Protection for Files Files To Protect

from Start>All Programs>Linksys. o ) o
4. In the Applications box, click the Details link. The

rvamans D] 2 X Applications Settings dialog will be displayed and the
B o et Files to Protect page becomes inactive.
LR T & oo o 5. Checkthe applications whose files you want to protect.
Start > Programs > Linksys Uncheck those applications whose files you do not
want to protect.

Specify Which Files and Applications are 6. Click the OK button. The Applications Settings dialog
will close and the Files to Protect page becomes active.

Protected Pad
. o . 7. If you want to add or exclude files and folders by
YOl{ can specify which files are continuously prgtectgd, specifying file paths, in the Folders and Files box, click
which files are protected on a schedule, and which files the Details link. The Folder and Files Settings dialog
are vau.lted. For an explanation of the different kinds of displays, and the Files to Protect page becomes inactive.
protection, see Types of Protection, page 1. For an explanation of how to include and exclude files

in this dialog, see Folders and Files Settings Dialog
for Continuous Protection , page 17.

8. If you added applications or file specifications, you
should now force a backup to ensure that all the new
files are immediately protected. See When to Back Up
All Files, page 21 for an explanation. Check the Back
up with new settings check box.
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9. Click the OK button. The Settings Notebook will close backups again becomes active. The file or folder that
and your new settings are applied. you specified is added to the list.

If you forced a backup, your system performance will 8. Repeat the above 3 steps to specify more folders to

become slower during the extensive scan of your protect.

protected drives. 9. In the Folders and Files Settings dialog, select the files

and folders that you no longer want protected on a
schedule, and click the Remove menu item. The files

Specify Which Files and Applications are

Protected on a Schedule and folders are removed from the list.
You can specify which files are protected on a schedule. 10. Click the OK button. The Folders and Files Settings
You will be able to restore the last version of the file that dialog exits, and the Advanced page in the Settings
you saved before the scheduled backup. You will not be Notebook again becomes active.
able to restore versions of the file that were saved between 11. Click the OK button. The Settings Notebook exits and
scheduled backups. your new settings are applied.
1. Open the Continuous Data Protection for Files Status . . . ..
page. Specify Which E-mail Applications are Protected
2. Click the Settings menu item. The Settings Notebook E-mail applications have their own page in the Settings
will be displayed. Notebook.
3. In the Settings Notebook, click the Advanced tab on 1. Open the Continuous Data Protection for Files Status
the left side of the notebook. The Advanced page will page.
be displayed. . . . .
play 2. Click the Settings menu item. The Settings Notebook
LiNgsYS® Continuous Data Protection S WI” be dISpIayed.
Help 3. In the Settings Notebook, click the E-mail Protection
il SRS tab on the left side of the notebook. The E-mail
: Protection page will be displayed.
/%ﬁg%? messages to pop up:
@ bt st LINgSYS” Continuous Data Protection é'.'sélé
To enhance the performance of your backups, specify the maximum size of a file to back Ll
up. Files larger than this size will not be backed up E-mail Protection
?Enm |ncaur£;;ccjpmgs larger than. e
ﬁu not remm’%y%( up files larger than: l\fax\mum remeuéisl‘vinﬁfe(rafe. E-mail Protection R
Lotus Notes [v]
Scheduled Backup Settings E-mail Application Data Folder (wildcards allowed):
How often to protect your e-mail:
ekl 1)
0:’::;1 day \?f‘:’he week:
Advanced o ial [
4. Click the Scheduled Backup Settings link. The Folders S
and Files Settings dialog for scheduled backups will be
displayed, and the Advanced page becomes inactive.

5. Click the Include menu item. The Select Folders dialog E-mail Protection

will be displayed and the Folders and Files Settings

dialog becomes inactive. 4. Choose your e-mail application from the E-mail

Application drop-down list. If your application is not

6. Choose a folder in the folders tree, or specify a folder
in the Folder name (wildcards allowed) field. You can
specify individual files or folders. With wildcards, you
can specify all files and folders that match your pattern.
See Interpreting File and Folder Patterns, page 6 for
details.

7. Click the OK button. The Select Folders dialog exits,
and the Folders and Files Settings dialog for scheduled

Continuous Data Protection for Files

listed in the drop-down list, choose Other. If you chose
Other, the E-mail Application Data Folder (wildcards
allowed) field will become active.

. Ifyou chose Other, enter afile specification in the E-mail

Application Data Folder (wildcards allowed) field. You
can type the specification or browse for the folder.
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10. Click the OK button. The Settings Notebook exits, and
your folders become vaulted.

6. Click the OK button. The Settings Notebook closes and
your new settings are applied.

Specify Which Files and Applications are Vaulted Specify the Period for Scheduled Protection

All files that are protected on a schedule are protected on
the schedule that is configured in the E-mail Protection
page in the Settings Notebook. When you change the
schedule for e-mail files, you change the schedule for all
files that are protected on a schedule.

1. Click the Settings menu item. The Settings Notebook
will be displayed.

2. In the Settings Notebook, click the Files to Protect tab
on the left side of the notebook. The Files to Protect
page will be displayed. The page has 3 summary boxes:

Folders and Files, Applications, and Vault. 1. Open the Continuous Data Protection for Files Status
page.
LingsYs® Continuous Data Protection il Ills i I(;- 3 . . .
— 2. Click the Settings menu item. The Settings Notebook
i
Files To Protect will be displayed.
iadilii | 3. In the Settings Notebook, click the E-mail Protection
E-mail Protection . .
omomiome || Foders na s tab on the left side of the notebook. The E-mail
= = WMy Di . *.doc, ~xls, *.ppt, ©123 . . .
== } Detas Protection page will be displayed.
Applications
No applications
astals LssYS” Continuous Data Protection S
Vault Help
0 folders
Details E-mail Protection
Back up with new settings
Do this only if you made significant changes to your computer, such as adding directories or
installing new programs. This operation can take hours to complete, depending on the number and E-mail Protection
size of your files and the network traffic.
[ Start an inital backup with the new settings %ﬁ'}!?‘m—ﬁ

Advanced

E-mail Application Data Folder (wildcards allowed):

How often to protect your e-mail:

On what day of the week:
Friday  [v)
At this time:

1200 [v] |AM[v]

Files To Protect

3. Inthe Vaultbox, click the Details link. The Vault Settings
dialog displays, and the Files to Protect page becomes
inactive.

Scheduled Backup Settings

4. Clickthe Vault menu item.The Select Folders dialog will

be displayed, and the Vault Settings dialog becomes

E-mail Protection

inactive.

5. Choose afolder in the folders tree, or specify a folder in 4. Choose the schedule period in the How often to protect
the Folder name (wildcards allowed) field. You cannot your e-mail drop-down list. Day or time fields will be
specify individual files. With wildcards, you can specify displayed depending upon the scheduled period that
all folders that match your pattern. See Interpreting are selected.

File and Folder Patterns, page 6 for details. 5. If applicable for the scheduled period, choose the day

6. Clickthe OK button.The Select Folders dialog exits, and and time to perform the backup.
the Vault Settings dialog again becomes active. The 6. Click the OK button. The Settings Notebook exits and

folder that you specified is added to the list.

Repeat the above 3 steps to specify more folders to
vault.

In the Vault Settings dialog, select the folders that you
no longer want vaulted, and click the Unvault menu
item. The folders that you specified are removed from
the list.

Click the OK button. The Vault Settings dialog exits,
and the Files to Protect page in the Settings Notebook
again becomes active.

Continuous Data Protection for Files

your new settings are applied.

Specify Storage for Backup Copies

You can specify local storage areas, remote storage, and
on which storage areas to store backup copies.

Specify the Local Storage Area for Backup Copies

You can specify on which local drive to store backup
copies. You can specify how many versions to keep, and the
maximum space for backup copies. Also specify whether
to use local storage, remote storage, both, or neither.
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1. Open the Continuous Data Protection for Files Status
page.

2. Click the Settings menu item. The General page of the
Settings Notebook will be displayed.

LNSYS” Continuous Data Protection cisco
Help
General General
Speci many versions of backups to
Files To Protect keep,
E-mail Protection
Remote Storage Back up to:
DA [v]
Mg
2
Maximum space for backups:
4 GB [v]
Continuous protection level:
Local and remote storage [v]
o

General

3. Choose the location, number of versions, and space for
local backup copies. For explanations of the fields on
this page, see General, page 16.

4. Click the OK button. The Settings Notebook closes and
your new settings are applied.

Specify the Remote Storage Area for Backup
Copies

You can specify where backup copies are stored on your

remote and external devices. You can specify how many

versions to keep, and the maximum space for backup

copies.

1. Open the Continuous Data Protection for Files Status
page.

2. Click the Settings menu item. The Settings Notebook
will be displayed.

3. Inthe Settings Notebook, click the Remote Storage tab
on the left side of the notebook. The Remote Storage
page will be displayed.

Continuous Data Protection for Files

Lingsys® Gontinuous Data Protection i
Help
Remote Storage. Back up to:
Extemal Device [v]
Advanced —
[DACDPstorager
How many versions to keep: Maximum space for backups:
2 4 GB [v]
Advanced Settings
O Encrypt backups
O Compress backups
Use subfile copy to send only changed portions of a file to remate storage
to reduce network traffic. The changed portions are saved to a separate file
on remote storage.
Use sub-file copy for files larger than:
50 MB [v]

Remote Storage

4. Choose appropriate values for the remote storage area
fields. For explanations of the fields on this page, see

Remote Storage, page 22.

5. Click the OK button. The Settings Notebook closes and
your new settings are applied.

Force a Backup

When you change your configuration so that a new set
of files is protected, either by continuous protection or
scheduled protection, it is recommended that you back
up all protected files. Failing to back up all protected files
will yield protection only for those files that you change.

You can force a backup of all protected files; force a
scheduled backup before the scheduled period elapses;
and stop a forced backup.

These tasks assume that you start from the Continuous
Data Protection for Files Status page.

LivgsYs” Continuous Data Protection o) J
.

Seftings | Restore | Central Administration | About Help

Local Storage

My Files Restore

Remote Storage

Status Page
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The Status page displays when you double-click the
Continuous Data Protection for Files Elicon in the system
tray or start Continuous Data Protection for Files from
Start>All Programs>Linksys.

T REp
All Programs D o
A »

B ndobe Reader 8

w g @ ) RangePlus Wirsless Notebook Adapter »

Start > Programs > Linksys

Backup All Protected Files

Whenyou changeyour configuration to extend continuous
or scheduled protection to more files, it is recommended
that you back up all protected files. Failing to back up all
protected files will yield protection only for those files that
you change.

For an explanation of when to back up all files, see When
to Back Up All Files, page 21.

Follow these instructions to force a backup of all files that
are continuously protected and all files that are protected
on a schedule.

1. Open the Continuous Data Protection for Files Status
page.

2. Click the Settings menu item. The Settings Notebook
will be displayed.

3. Inthe Settings Notebook, click the Files to Protect tab
on the left side of the notebook. The Files to Protect
page will be displayed.

LvgsYs” Continuous Data Protection o)

Help

Files To Protect

E-mail Protection
R Folders and Files

My Dy . %.doc, *.xls, *.ppt, ©123
Advanced Details

Applications
No applications

Details

Vault
0 folders
Details

Back up with new settings

Do this only if you made significant changes to your computer, such as adding directories or
installing new programs. This operation can take hours to complete, depending on the number and
size of your files and the network trafiic

[ Start an initial backup with the new settings

Files To Protect

4. Check the Back up with new settings check box.

5. Click the OK button. The Settings Notebook will close
and Continuous Data Protection for Files begins to
scan your protected drives and back up all files that you
designated for continuous or scheduled protection.

Continuous Data Protection for Files

Your system performance will become slower during
the extensive scan of your protected drives.

Force a Scheduled Backup

You can force a scheduled backup before the schedule
period expires—you don't need to wait for the schedule
period to expire. All files that have changed since the last
scheduled backup will be backed up.

Ifyouwanttobackupfiles thatare protected onaschedule,
prior to the scheduled time, you can force a backup of all
files that have changed since the last scheduled backup.

& NOTE: You will not back up all files that are
designated for scheduled protection, but only

those files that have changed since the last
scheduled backup.

To force a scheduled backup, start at the Status page.

1. Open the Continuous Data Protection for Files Status
page.

2. Click the Settings menu item. The Settings Notebook
will be displayed.

3. In the Settings Notebook, click the Advanced tab on
the left side of the notebook. The Advanced page will
be displayed.

LiNgsYS® Continuous Data Protection S
Help
Use the following settings to contrl the way e displeyed anito tune the performance of your
Files To Protect backups
E-mail Protection
Allow program messages to pop u
Remote Storage /mhgj‘ 9 PoP:UP
Advanced
: Performance Settings
To enhance the performance of your backups, specify the maximum size of a file to back
up. Files larger than this size will not be backed up
Do not lacally back up files larger than
10 GB (v
Do not remately back up fles larger than: Maximurm remote transfer rate:
1 GB [v [i Gbs [v
Scheduled Backup Settings
ont
Advanced

4. Click the Scheduled Backup Settings link. The Folders
andFiles Settings dialog for scheduled backups displays,
and the Advanced page becomes inactive.

5. Check the Start scheduled backup now check box.

6. Click the OK button. The Folders and Files Settings
dialog closes and the Advanced page in the Settings
Notebook becomes active.

7. Click the OK button. The Settings Notebook will close
and Continuous Data Protection for Files begins to
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back up all files that have changed since the last
scheduled backup.
Stopping a Backup or Restore Activity

You can stop any backup or restore activity.

This task assumes that you start from the Continuous Data
Protection for Files Status page.

LNgSYS” Continuous Data Protection - o)

Seftings | Restore | Central Administration | About Help

Local Storage

My Files Restore

Remote Storage

Status Page

The Status page will be displayed when you double-click
the Continuous Data Protection for Files B3 icon in the
system tray or start Continuous Data Protection for Files
from Start>All Programs>Linksys.

=R
AlPrograms [ @ A R
,

B ndobe Reader 8

=

Start > Programs > Linksys

1. The bar at the bottom of the Status page displays
a brief text message of the status of backup and
restore activities. Let your cursor hover over the text.
A summary of activities will pop up from the bar. The
summary lists 5 activities. For each activity, there is a
link to a detailed status dialog, and a brief text that
indicates the status of the activity.

had

Restore

Restore: Idle

Local Backup: Idle

Remote Backup: Idle
g

E-mail Backup: Idle

Remote
Scan: Active

[~

Status Page Details

Continuous Data Protection for Files

2. Click the link for the activity you want to stop. The
detailed status dialog for that activity displays, and the
Status page becomes inactive.

Your computer is being scanned for files that you designated for protection. The folder currently being
examined is shown. After each file is scanned, it will be backed up to create a baseline for protection.
Click Stap if you want to stop the scan; no backup will commence

Evaluating folder:C-\build\CDP'ship3\10nlitthelpDDhelp_OUT

Scan Status

3. Clickthe Stop button.The Detailed Status dialog closes,
and the Status page becomes active again. Within a
short time, the activity will stop.

32



Chapter 4

Monitoring Your Protection

Chapter 4:
Monitoring Your
Protection

Once Continuous Data Protection for Files has been
installed and configured, you can monitor the state of
your protection. You can receive popup messages, check
that the Continuous Data Protection for Files daemon is
running, and use the Continuous Data Protection for Files
user interface to check detailed status of your protection.

If you determine that Continuous Data Protection for
Files is not protecting your files as you intended, often
the solution will be suggested by the data available
from Continuous Data Protection for Files reports or
configuration settings. If the solution is not clear, consider
the information in Chapter 9: Problem Determination
Guide, page 47. The following monitoring opportunities
are available.

Popup Messages

Onceyouinstalland configure Continuous Data Protection
for Files, it will work unobtrusively in the background.
Chances are good that you can forget about Continuous
Data Protection for Files until you want to restore a file.
Unless you will do some active monitoring of Continuous
Data Protection for Files, it is recommended that you allow
Continuous Data Protection for Files to warn you those
few times that you might need to pay attention to your
protection system. For example, if you are running out of
space in your storage area, Continuous Data Protection for
Files can warn you with a message.

To receive such messages from Continuous Data
Protection for Files, you must configure Continuous Data
Protection for Files to send you messages. By default,
Continuous Data Protection for Files sends you messages.
You configure this setting in the Allow program messages
to pop up drop-down list in the Advanced page of the
Settings Notebook.

Continuous Data Protection for Files Icon in
the System Tray

When the Continuous Data Protection for Files daemon is
protecting your files, the Continuous Data Protection for
Files(icon appears in your desktop system tray. If you do
not see the icon in your system tray, you must restart the
daemon. See Restart Continuous Data Protection for
Files Daemon, page 49.

Continuous Data Protection for Files

Monitoring Protection with the User
Interface

If you want to actively check the status of your protection,
there are several checks you can do in the Continuous Data
Protection for Files user interface.

Continuous Data Protection for Files Status Page

The Status page provides status information at a glance.
The items below help you monitor the status of your
protection. For an explanation of all fields on the page, see

Status Page, page 34.
Icon Color

The icons on the Status page reflect the status of those
areas. In normal conditions, the icons are blue. The icon
changes to yellow as a warning.

The Remote Storage @ icon becomes yellow when you
are disconnected from your remote storage area. This is
not necessarily cause for alarm. For example, if you know
that you will connect to your remote storage location
before long, you do not need to worry. Continuous Data
Protection for Files queues changed files while the storage
areais unavailable, and transfers the files when the storage
becomes available. However, if you are not aware that your
remote storage is unavailable, and do not know that you
will soon recover your connection, you should investigate
your remote storage.

The Local Storage e icon becomes yellow if Continuous
Data Protection for Files cannot access the local storage
area.

If the color of any icon is not blue and you are not aware
of a transient threat to your protection system, you should
investigate further.

The Restore E icon and the My Files @ icon never
change color.

Icon Data and Links

Let your pointer hover over an icon to display summary
information and links to detailed information. The
summary information for each icon gives clues about your
protection status, and the links provide details.

My Files {3 lcon

Files under protection If the number of files under
protection is not reasonable given the changes you've
made and the list of files that you've configured, you
should investigate further. Verify that you accurately
configured the list of files to protect. Click the Settings
link below Files under protection to configure the files to
protect.
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View Report The View Report link opens a detailed list
of recent protection activity. The top of the list contains
failed activities and messages describing the failures.

E-mail protection If the Last successful backup on field
does not indicate a recent successful backup, verify the
configuration of your e-mail application and the schedule
for your e-mail backups. Click the Settings link below
E-mail protection to configure your e-mail protection.

Local Storage @) Icon

If the Usage bar indicates that your local storage is full, you
should investigate further. You can re-configure your local
storage area. Click the Settings link to configure your
local storage area.

Remote Storage @ Icon

Usage [fthe Usage bar indicates that your remote storage
is full, you should investigate further. You can re-configure
your remote storage area.

Click the Settings link to configure your remote storage
area.

Continuous Protection Activity Report

A report of continuous protection activity is available from
alinkin the Status page.Thereportis called Activity Report.
To navigate to the Activity Report, see View Continuous

Protection Activity Report, page 36.

Activity Report

Tuesday, March 27, 2007 2:18:28 PM

Failures The following lists the operations that failed. Lok for repeated failures as a basis for troubleshooting. For
information on how to correct issues, see Troubleshooting

Date and Time | File Name|Activity | Reason for Failure

03/27/2007 Rmdir  This replication item is being skipped due the target directory not
11:18:41 o (Local)  being empty (possibly has versioned files)

Successtul The following is a list of recent successful operations.

Date and Time File Name | Activity |
0312712007 13.2216 cdp_cpt_upgrade dita Backup (Local)
0312712007 13:21:20 cdp_cpt_upgrade dita.asv Backup (Local)
0312712007 13:11:19 cdp_cpt_upgrads dita.asv Backup (Local)
03/2712007 13:02:09 DitaLink cat Backup (Local)
0312712007 13:02:09 DitaLink cat old Backup (Local)
03/2712007 13:02:09 DitaLink cat Backup (Local)
0312712007 13:02:09 DitaLink cat old Backup (Local)
0312712007 11:49.55 CDP31_helpxhm log Backup (Local)

Activity Report

The Activity Report lists failed activities (if any) at the top of
the report. The failed activity is accompanied by a reason
for the failure. Successful activities are listed below.

The list is not a complete list of all activities; only the most
recent activities are listed.

Continuous Data Protection for Files

The activity can be one of the following:

Backup Continuous Data Protection for Files creates a
backup copy on the storage area.

Delete Continuous Data Protection for Files deletes the
most recent backup copy from the storage area.

Purge Continuous Data Protection for Files deletes a
versioned backup copy because the storage area is full.

Report Continuous Data Protection for Files sends
a report of scheduled backup activity to the central
management area.

Version Continuous Data Protection for Files adds a
version suffix to a backup copy. A backup copy becomes
versioned when Continuous Data Protection for Files
creates a newer backup copy of the same file.

Scheduled Backup Report

Reports of scheduled backup activity are available from
linksin the scheduled backup reports table. Because e-mail
is protected on a schedule, this report also corresponds
to e-mail protection. Reports are available for your local
Continuous Data Protection for Files client and for clients
that you manage.

When managing Continuous Data Protection for Files
clients, you can view the reports to see when the last
successful scheduled backups took place. If it has been
an extended period of time, this could indicate a problem
with the Continuous Data Protection for Files client.

For an explanation of the scheduled backup reports table,
see Scheduled Backup Reports Table, page 26.

To navigate to the scheduled backup reports table, see
View Report of Scheduled Backups, page 36.

Status Page

The Status page is the entry to the Continuous Data
Protection for Files user interface. You can view a summary
of how your files are being protected, and link to other
pages to view details and change protection settings.
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LNgSYS” Continuous Data Protection o)

Seftings | Restore | Central Administration About Help

Local Storage

kad

My Files Restore

Remote Storage

Status Page

The Status page displays when you double-click the
Continuous Data Protection for Files [J icon in the
system tray or start Continuous Data Protection for Files
from Start>All Programs>Linksys.

=R
AlPrograms [> @ A R
y

B ndobe Reader 8

2

Start > Programs > Linksys

Menu Links
The top of the page has 5 links:

e Settings Links to the Settings Notebook, page 15.
Use the Settings Notebook to change your protection

settings.

e Restore Links to the Restore Wizard, page 37. Use
the Restore Wizard to restore a file from a backup

copy.

e Central Administration Links to the Central
Administration Settings Window, page 44. Use the
Central Administration page to manage Continuous
Data Protection for Files on other computers.

A NOTE: The Central Management feature is
available with PC Edition and Server Edition.

e About Provides information about the product,
including version level.

e Help Links to the online help documentation.

Continuous Data Protection for Files

Graphiclcons

The center of the page contains a graphic representation
of Continuous Data Protection for Files protection. Let
your pointer hover over an icon to display summary
information and links to detailed information.

My Files

e

My Files
Files under protection:
9448

Settings | View Report

E-mail Protection
Last successful backup on 03/16/2007 22:39:06

Settings

My Files

Files Under Protection

Number An approximation of the total number of files
that have been protected since the last reboot. Due to the
nature of the program and how the logging is done, this
number is only an approximation.

Settings Links to the Files to Protect page of the Settings
Notebook. Use this link to change the files that are
continuously protected.

View Report Links to the Activity Report. The Activity
Report shows details of recent backup and restore
activity.

For an explanation of the Activity Report, see Continuous
Protection Activity Report, page 34.

E-Mail Protection

Settings Links to the E-mail page of the Settings
Notebook. Use this link to change the e-mail application
that is protected.

Restore Links to the Restore Wizard, which helps you
restore files from backup copies.

Local Storage

Usage: Local Storage

Sattings

Local Storage

Usage Shows how much space is being used by backup
copies on local storage. The bar graph indicates what
portion of the storage is being used. The text indicates the
usage in bytes.
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Settings Links to the General page of the Settings
Notebook. Use this link to change the size or location of
your local storage; how many versions to keep of each
protected file; and whether to use local storage, remote
storage, or both.

Remote Storage

Usage;
1B

Files Pending: 0
Settings Remote Storage

Remote Storage

Usage Shows how much space is being used by backup
copies on remote storage. The bar graph indicates what
portion of the storage is being used. The text indicates the
usage in bytes.

Files Pending When remote storage is not available,
Continuous Data Protection for Files queues backup copies
that are destined for remote storage. When the remote
storage becomes available, Continuous Data Protection
for Files transmits the queued backup copies. This field
indicates the number of files that are destined for remote
storage but have not yet been transmitted.

Settings Links to the Remote Storage page of the Settings
Notebook.

Status Panel

The bar at the bottom of the page displays a brief text
message of the status of backup and restore activities. Let
your cursor hover over the text to display the status of 5
activities and links to detailed status reports.

The status of the activities can be one of the following:

Idle Theactivityisidle. An activity can becomeidle before
finishing if it is stopped by the user.

Preempted The activity is idle, pending a higher-priority
activity.

Active The activity is active.
Paused The activity was paused by the user.
Disconnected The storage area is unavailable.

Disabled The storage area is not configured.

Continuous Data Protection for Files

View Continuous Protection Activity
Report

You can see a detailed report of recent backup activities.
The report shows successful activities, and failed activities
with messages.

1. Open the Continuous Data Protection for Files Status
page.

2. Letyour pointer hover over the My Files icon. Summary
information and links will be displayed.

3. Click the View Report link. The Activity Report will be
displayed.

View Report of Scheduled Backups

You can see a detailed report of scheduled backup
activities. Choose from a list of backup reports. The report
shows successful activities, and failed activities with
messages.

1. Open the Continuous Data Protection for Files Status
page.

2. Let your pointer hover over the Remote Storage icon.
The summary information and links will be displayed.

3. Click the Settings link. The Settings Notebook will be
displayed; the Remote Storage page is selected.

4. On the left side of the notebook, select the Advanced
page.

5. Click the Scheduled Backup Settings link. The Folders
and Files Settings dialog for scheduled backup will be
displayed.

6. Click the View Report link.
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Chapter 5:
Restoring Files

Continuous Data Protection for Files makes backup copies
of your files so that when the time comes, you can restore
your files. You can restore a file that you deleted, and you
can restore an earlier version of a file that does not have
your recent changes. A wizard guides you to find the
file; choose the right version, and choose the location to
restore your file.

Start from the Continuous Data Protection for Files Status
page.

LivgsYs” Continuous Data Protection o) J
— .

Seftings | Restore | Central Administration | About Help

Local Storage

My Files Restore

Remote Storage

Continuous Data Protection for Files Status Page

The Status page will be displayed when you double-click
the Continuous Data Protection for Files (] icon in the
system tray or start Continuous Data Protection for Files
from Start>All Programs>Linksys.

R
All Programs D & am R

B ndobe Reader 8

2

Start > Programs > Linksys

Click the Restore a icon in the middle of the page. The
Restore Wizard will guide you to restore your file.

Restore Wizard

Restore a protected file Use the control buttons at the
bottom of each wizard page to navigate to all pages.
When you reach the final page, click the Finish button to
restore your files. The wizard has 4 pages:

e Welcome

e Files to Restore

Continuous Data Protection for Files

e Restore Location

e Summary

Welcome

The Welcome page lists the steps to restore your files.

LivgsYs” Continuous Data Protection o) J
—

Help

Wetcome

Files to Restore

age. This wizard will help you

Restore Location

Summary This wizard will help you restore your files through the following steps:
® Search for a file to restore starting with the most recently protected
= Specify the destination for your restored files

i e[ [ e

Welcome

Click the Next button to advance to the next page of the
wizard. Click the Cancel button to exit the wizard without
restoring any files.

Files to Restore

This page contains a list of the most recent files that were
backed up.

LiNgsYS® Continuous Data Protection o J
e .
Help
Welcome
Restore Location
Summary, Search | Folder View
‘ | File Name ‘ Version ‘ Size |
O [E RemoteStorageFlyout eps | 03/28/2007 16:50:24 ] 60038 =
O [E RemoteStorageFlyout gif | 03/28/2007 16:50:36 [v] 5614 g
O RemoteStorageFlyout jpg | 0372812007 16:50:12 ] | 16944
O [El RestoreLocation.eps | 03/28/2007 16:52:00 ] 878398
O B RestoreLocation gif | 03/28/2007 16:51:52 [v] 12625
O [l RestoreLocation.jpg [ 03/28/2007 16:52.08 (] 87365
3] RestoreSearch.eps [ 03/28/2007 16:58:16 ] 684980
O [E RestoreSearch gif | 03/28/2007 16:5755 [v] 13871
O [E RestoreSearchjpg | 03/28/2007 16:58:28 [w] | 123649
[m] RestoreSearchStatus.eps [ 03/28/2007 17:2042 (] 405170 ~

(<5 ] [ et

Files to Restore

Each row contains the following fields:
Select Check the box if you want to restore the file.

File Name The name of the file that you can restore. Let
your pointer hover over the file name to pop up the full
path of the file.
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Version The drop-down box lists the dates and times
that this file was backed up. Choose the version that you
want to restore.

Size The size of the file.

The list initially contains the last 20 files that were backed
up. Change the list of files by clicking the Search or Folder
View menu items at the top of the box.

Search

Presents a dialog that allows you to search for backup
copies to add to the list.

Search for files based an any criteria you specify. You can search for files based on file name, folder name,
and application extension. You can also search for files from a known location or from some other location
Click OK to begin the search

Find files
With all or part of this name:
I

Created by application

[ Files you have but no application can open the file (tmp,.ps, joboptions, jobo...) E{
[ acrobat istiller { joboptions)

[ address Book (wvab,p7cy

[ dobe Acrobat 6.0 (xfd,.rmf,.pdx, .pf, bpdx)

[ adobe Reader 8.0 (.xfdf, xdp, Jpdf, fdf, etd, edn)

[ clip organizer (mpf)

[ orTa Filter/Revision Editor { ditaval)

[ epic Editor for windows ¢.sgm t,ide, idd, ent, it di ol,..0.)

[ executables or Scripts {scr, pif, exe, com,.cmd, bat) [v]

From location type:
Local (v

Location:

D\RealTimeBackuph

Search

The Search dialog has several fields. The fields are
combined to narrow the search criteria. Leaving any field
blank increases the chances of finding more files.

Find Files

With all or part of this name Use this field if you know
the name or part of the name of the file you want to
restore. You can enter a partial file name or folder and use
an asterisk as wildcard. If you enter nothing, the search
can yield files from any folder with any name.

Created by application Use this list if you know the
application that created the file you want to restore. Check
as many applications as you want. If you enter nothing,
the search can yield files from any application.

From location type Choose the location of the backup
copy. You can choose from three locations:

e Local The local storage area that is currently
configured.

¢ Remote The remote storage area that is currently
configured.

e Other Any folder of your choosing. If you previously
configured your local or remote storage areas
differently than your current configurations, you can
search in those previously configured areas. When

Continuous Data Protection for Files

you choose this option, the Location text entry field
becomes active. Type the location to search or click the
Browse button to browse for the folder.

Click OK to begin searching.

Click Cancel button to exit the Search dialog without
searching.

Searching for files that match your criteria, Click Cancel to stop the search.

OO00oEa00o

Mumber of files scanned: 42

Mumber of matches found: 0

—

Search Status

The Search Status window will show the progress of
your search. The Cancel button will stop the search
and return to the list of files without adding the files
in your search criteria. If the search completes without
being cancelled, the Files to Restore list will contain the
results of your search.

Folder View
o restore
] 1= File Name. Version | size |
O [E Parent_Info_fall2005_u1207_910 doc 03/02/2007 20:55:44 [w] 56832 o]
[ roster_u1207_aug29 s 100372006 093156 [v]) e
® ODeu
® DD upsaers
i 5
Folder View

Presents a dialog that allows you to browse folders to find
your files. The Folder View dialog has the following fields:

Folder tree Browse the tree to find a folder. Click a folder
and the files in that folder will display in the file view to the
right of the folder tree.

File view Displays the files in a folder that you chose.
Check the box in the Select column to select a file. The
Version drop-down list shows the dates that the file was
backed up. Choose the version that you want to restore.

Click Update Table to add the selected files to the list of
files.

Click Cancel to exit the dialog without adding any files to
the list of files.
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Restore Location

Choose the location to restore your files.

LNgSYS” Continuous Data Protection o)

Help

Welcome Restore Location

Specify the destination for your restored files

Restore data to;

® lts original location
© The following location:

(<5 ] [ et

Restore Location

You can restore your files to their original location, or to a
different location.

Restore Data To

Its original location Check the button if you want to
restore the files you chose to their original locations. The
original location is the full path that pops up when you let
your pointer hover over the file name in the Files to Restore
page.

The following location If you want to restore the files to
a different location, check the button and enter the new
location in the field. You can use the Browse button to
select the location. Allfiles that you choose will be restored
to the path that you specify. No part of the original path
will be appended to the path that you specify.

For example, assume the original file’s full path is C\
Documents and Settings\Administrator\My Documents\
My Pictures\Vacation2006\Family.jpg. Assume also that
you want to restore the file to a folder called D:\BestPhotos.
In the Restore data to: field, you must provide the folder
name and a file name. Assume that you specify D:\
BestPhotos\Family2006.jpg. Continuous Data Protection
for Files will restore the file to this path: D:\BestPhotos\
Family2006.jpg.

Summary

Use the Summary page to view a summary of your choices,
and decide if you want to restore your files.

The Summary page displays the locations and number
of files that you specified in the previous pages of the
wizard.

Continuous Data Protection for Files

Choose Back to return to a previous page to modify your
choices.

Choose Finish to restore your files. If popup messages
are enabled, you see a message when your restore is
complete.

Choose Cancel to exit the wizard without restoring your
files.

39



Chapter 6

Storage Areas

Chapter 6:
Storage Areas

Continuous Data Protection for Files stores many backup
copies in the native file format. The exceptions are backup
copies that were created using sub-file copy, compression,
or encryption. You can access the backup copies by using
native file system commands.

Format of Backup Copies

Continuous Data Protection for Files keeps most backup
copies in the same format as the original file.

Although Continuous Data Protection for Files provides
tools and views to see the backup copies and to restore
them, in many cases it is not necessary to use Continuous
Data Protection for Files to access, restore, or manipulate
those backup copies. They are simply files, with contents
exactly like the originals, in a directory tree structure that
simulates the original tree.

Some backup copies are not in the same format as the
original files, and must be restored using Continuous Data
Protection for Files:

e Backup copies stored on Tivoli Storage Manager
server

e Backup copies that were encrypted
¢ Backup copies that were compressed

e Large files that were backed up with sub-file copy. In
the storage area, the sub-file copies have -FPdelta file
name suffix

¢ Versioned bit map backups. In the storage area, these
backup copies have -TPdelta file name suffix

Versioning of Backup Copies

As you change a file, Continuous Data Protection for Files
keeps backup copies of each version of the original file.

To track versions of a file, Continuous Data Protection for
Files adds a version suffix to the file name of the backup
copy. On the local storage area, all backup copies contain
a version suffix. On the remote storage area, all backup
copies except the most recent backup copy contain a
version suffix. When a file is deleted on your computer,
Continuous Data Protection for Files adds a version
identifier to the file name of the most recent backup copy
on the remote storage area.

The version suffix is “-FP” followed by a number. For
example, afile named data.xls could be stored as versioned
backup copy data.xls-FP1168376676.xIs.

Continuous Data Protection for Files

”

The most recent backup copy of a file is the “active
backup copy. Older backup copies of that file are “inactive
backup copies. If storage space is approaching the limit,
Continuous Data Protection for Files will delete inactive
backup copies of a file before deleting active backup
copies.

”

A NOTE: Backup copies that were created by
scheduled backup will not be deleted in this

way. Scheduled backup files must be deleted
manually.

A file that is protected by schedule could change several
times during the schedule interval. Only the last version
of the file prior to the end of the schedule will be backed
up. A continuously protected file (one that is protected,
but not protected by schedule) is backed up after every
change.

Continuous Data Protection for Files keeps as many
versions of a file on local storage as you configure in the
Versions to keep: field of the General page of the Settings
Notebook, and as space allows.

Continuous Data Protection for Files keeps as many
versions of a file on remote storage as you configure in
the Versions to keep: field of the Remote Storage page of
the Settings Notebook, and as space allows.

Modifying Backup Copies

You can modify the contents of backup copies with
native file system tools. Continuous Data Protection for
Files is able to restore with backup copies that you have
modified.

You can move directories around within the backup area’s
top level directory. If you move backup copies, Continuous
Data Protection for Files will have no record of their original
location. If you move inactive backup copies, Continuous
Data Protection for Files will not delete them when the
backup area reaches the size limit. However, Continuous
Data Protection for Files will subtract the file size from its
calculated total for the storage area. This could result in
Continuous Data Protection for Files allowing the backup
area size to exceed the configured limit by the size of the
files that have been moved.
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Considerations

Concepts, examples, and steps for centrally managing
Continuous Data Protection for Files clients.

A NOTE: The Central Management feature is
available with PC Edition and Server Edition.

Configuring Manageable Clients

Continuous Data Protection for Files has features that
allow an administrator to manage the configuration of
other Continuous Data Protection for Files clients. You
can manage the installed product level and configuration
of other Continuous Data Protection for Files clients. The
administrator can also monitor the activity reports of the
other clients. To use the central management features,
you must configure your Continuous Data Protection for
Files clients to work together.

Several features allow central management:

Continuous Data Protection for Files clients pull
upgrade and configuration information Once
Continuous Data Protection for Files is installed, you can
update the product level and configuration by putting
the installer and configuration file in the appropriate
downloadsfolderforthe consumingclients.See Advanced
Installation, page 10 for details on silent installation.

You can configure the folders that Continuous Data
Protection for Files clients use to share configuration
data Youcanconfigurethedownloadsandreportsfolders
of the managed clients, and the central administration
folder of the managing client. You must configure
each so that so that the managed clients consume the
configuration and information exported by the managing
client. The same configuration allows the managing client
to view the activity reports of the managed clients. You can
change the administration folder of the managing client
to communicate with different groups of managed clients.
See Administration Folders, page 43 for details about
the central administration folder, and the downloads and
reports sub-folders.

An executable pushes product installation to other
computers The product includes an executable that
will push Continuous Data Protection for Files to other
computers. You can push a configuration at the time
of the installation. See FpPushinst.exe (Push Install
Command), page 13 for details.

Continuous Data Protection for Files

An Example Configuration

The key to configuring the clients to be managed is in
defining the central administration folders. Let’s assume
that there is one managing (administrator) client; and
two groups of clients to be managed.

In this example, the managed clients in group A do not
explicitly configure the Central administration folder:
field in the Central Administration Settings window,
so their central administration folder defaults to the
\RealTimeBackup\ folder on the remote storage location.
Both computers have the same central administration
folder.

Further, this example assumes that the managed clients in
group B have different remote storage locations (or, in one
case, no remote storage). Two clients with different remote
storage locations would have different default central
administration folders, and one client without remote
storage would have no central administration folder.
These three could not be managed as a group unless they
have a common central administration folder. You want to
manage them as a group, so you must specify a common
central administration folder. Configure a common central
administration folder in the Central administration folder:
field in the Central Administration Settings window.

The configurations of the clients could look as below.

Central Administration folder configurations for managing clients

Remote
Central .
storage .. n The settings
H Administration .
location . in the two
o Settings
(configured s columns to
Computer N . window, .
Group in Settings the left yield
Name Central
Notebook, - o the central
administration L .
Remote " administration
folder: field
Storage folder
value
page)
Not
BrightStar  |[Administrator ?ppllcable_
‘or managing
other clients
\\MyServer\
Mercury N:f):ag:d >\>|Msyhsaerrev\er\ Not configured MyShare\
group Y RealTimeBackup
\\MyServer\
Venus Mrir;ag:d \OlMg::rrg/\er\ Not configured | MyShare\
group Y RealTimeBackup
Nersime Managed \\SpaceMan\ |\\SpaceMan\ \\SpaceMan\
p group B CDPstorage\ |CDPadmin\ CDPadmin\
Uranus Managed https://MyISP. [\\SpaceMan\ \\SpaceMan\
group B com/MyAcct |CDPadmin\ CDPadmin\
Pluto Managed Not \\SpaceMan\ \\SpaceMan\
group B configured CDPadmin\ CDPadmin\
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Using the Example Configuration to Manage a
Group

When you want to manage group A, configure BrightStar’s
central administration folder to be the same as the central
administration folder for group A.

BrightStar Central Administration folder for managing group A

Remote
Central "
storage . . The settings
5 Administration .
location - in the two
o Settings
(configured window, columns to
Group in Settings ! the left yield
Central
Notebook, . . the central
administration P .
Remote ) administration
folder: field
Storage folder

— value

Not
applicable
for managing
other clients

Computer
Name

\\MyServer\ \\MyServer\
MyShare\ MyShare\
RealTimeBackup |RealTimeBackup

Administrator

For example, to manage the configuration of the clients in
group A, do the following:

1. Use the Settings Notebook to update the configuration
of BrightStar. Configure the values that you want to
export to group A.

2. Click the Apply button on any page of the Settings
Notebook.

Open the Central Administration Settings window.

4. In the Central administration folder: enter (or browse
for)\\MyServer\MyShare\RealTimeBackup.

5. Click the OK button. The window will close.

6. Open the Central Administration Settings window
again.

7. Check the Publish this computer’s settings as the
configuration template for other computers to use
option.

At this point, consider if you want BrightStar to operate
with this configuration, or if you want to return to the
Settings Notebook and restore BrightStar's previous
configuration.

When you want to manage group B, configure BrightStar’s
central administration folder to be the same as the central
administration folder for group B.

Continuous Data Protection for Files

BrightStar Central Administration folder for managing group B

Remote

Central
storage

Administration USRS

location Settings in the two

window,

(configured columns to
Group in Settings Central the left yield
Notebook, - . the central
administration P q
Remote " administration
folder: field
Storage folder

page) value

Not

applicable \\SpaceMan\ \\SpaceMan\
for managing | CDPadmin\ CDPadmin\
other clients

Computer
Name

Administrator,

For example, to view the backup reports of the clients in
group B, do the following:

1. Open the Central Administration Settings window.

2. In the Central administration folder: enter (or browse
for)\\SpaceMan\CDPadmin\.

Click the OK button. The window will close.

4. Open the Central Administration Settings window
again.

5. Click the View Report link. The remote storage reports
table will open. The remote storage reports table gives
a summary of scheduled backup activity for the group
B computers.

At this point, consider if you want BrightStar to operate
with this central administration folder, or if you want to
restore BrightStar’s previous central administration folder.

Using the Example Configuration to Manage a
Single Client in a Group

When you want to manage Mercury, configure BrightStar’s
central administration folder to be the same as the central
administration sub-folder that is unique for Mercury.

BrightStar Central Administration folder for managing Mercury

Remote
Central o
storage . . The settings
5 Administration .
location . in the two
N Settings
(configured N columns to
Group in Settings ¢ the left yield
Central
Notebook, . . the central
administration P q
Remote " administration
folder: field
Storage folder

— value

Not \\MyServer\ \\MyServer\
applicable MyShare\ MyShare\

for managing |RealTimeBackup\ |RealTimeBackup\
other clients | Mercury\ Mercury\

Computer
Name

Administrator

For example, to manage the configuration of the client on
Mercury, do the following:

1. Use the Settings Notebook to update the configuration
of BrightStar. Configure the values that you want to
export to Mercury.
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2. Click the Apply button on any page of the Settings
Notebook.

3. Open the Central Administration Settings window.

4. In the Central administration folder: enter (or browse)
\\MyServer\MyShare\RealTimeBackup\Mercury\

5. Click the OK button. The window will close.

6. Open the Central Administration Settings window
again.

7. Check the Publish this computer’s settings as the
configuration template for other computers to use
option.

At this point, consider if you want BrightStar to operate
with this configuration, or if you want to return to the
Settings Notebook and restore BrightStar's previous
configuration.

Managing Clients Using Native File System Tools

The examples above assume that you use the Continuous
Data Protection for Files feature (Publish this computer’s
settings as the configuration template for other computers
to use) to distribute configurations to the managed clients.
You can also use native file system tools to distribute
configuration files to the managed clients. You can use
native file system tools to copy a configuration file to the
downloads folder fora single client or fora group of clients.
Assume that the managed clients have been configured
as above, so that they may be managed individually
or managed as a group. The table below indicates the
appropriate downloads folder for configuring the group
or the individual computer.

Copy a Copy a configuration
Computer Grou configuration file file to this folder
Name P to this folder to to manage the
manage the group  individual computer
BrightStar | Administrator |Not applicable for the administrator computer
\\MyServer\MyShare\
Managed .
Mercury group A \\MyServer\MyShare\ RealTlmeBagkup\Mercury\
" BackupAdmin\Downloads
RealTimeBackup\
BackupAdmin\
\\MyServer\MyShare\
Venus Nlrzrl:agAed Downloads RealTimeBackup\Venus\
group BackupAdmin\Downloads
Managed \\SpaceMan\CDPadmin\
Neptune rou gB Neptune\BackupAdmin\
group Downloads
\\SpaceMan\ .
Managed CDPadmin\ \\SpaceMan\CDPadr.mn\
Uranus . Uranus\BackupAdmin\
group B BackupAdmin\
Downloads
Downloads
Managed \\SpaceMan\CDPadmin\
Pluto rou gB Pluto\BackupAdmin\
group Downloads

Continuous Data Protection for Files

Administration Folders

Continuous Data Protection for Files uses special folders
to manage configuration settings and product level.
Continuous Data Protection for Files clients consume
configuration information and new product code from
these folders. Continuous Data Protection for Files clients
store their status reports on these folders, and can push
their configuration information to these folders for other
clients to consume.

The central administration folder is specified in the Central
Administration Folder: field in the Central Administration
Settings window. If the Central Administration Folder: field
is not configured, then the central administration folder
defaults to the \RealTimeBackup\ folder in the remote
storage area. If neither the Central Administration Folder:
field nor a remote storage area is configured, then there is
no central administration folder.

A NOTE: There is no central administration folder
on Tivoli Storage Manager server remote
storage. If you use Tivoli Storage Manager server
remote storage and you want to use central
administration folders, you must configure the
Central Administration Folder: field in the Central
Administration Settings window.

The central administration folder contains two levels of
administrative sub-folders.

Group administrative sub-folders These folders apply
to all computers that share this central administration
folder.

Computer-specific sub-folders These folders apply to
only 1 computer.

In each level of administrative sub-folders, there are two
folders:

The Reports folder Continuous Data Protection for Files
stores status reports in the Reports folder. You can view
the reports in the graphical user interface. The full path is
<central administration folder>\BackupAdmin\Reports\.

The Downloads folder When you put product upgrades
or configuration files in this folder, Continuous Data
Protection for Files will automatically adopt the product
upgrades or configuration. For more information about
this process, see Upgrade Silently: Pull Upgrades
and Configurations , page 11. The full path is <central
administration folder>\BackupAdmin\Downloads\.

A NOTE: The consuming computers must have
read access to the administration folders.
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Example of Administration Subfolder Names

Here is an example of administration subfolder names,
giventwospecificationsofthecentraladministrationfolder.
In one column, assume that the central administration
folder is configured in the Central Administration Folder:
field in the Central Administration Settings window as
\\MyServer\MyShare\CDPadmin\. In another column,
assume that the central administration folder is not
configured in the Central Administration Folder: field in
the Central Administration Settings window, but defaults
to the remote storage location. Assume that the remote
storage location is configured as \\MyServer\MyShare\.
For both specifications, assume that your computer name
is Computer1.

Central Administration Folder Names

Central Administration

Central Administration
area is configured

in the Central
administration folder:

field in the Central
Administration
Settings window as
\\MyServer\MyShare\
CDPadmin\

area is not configured
in the Central
administration folder:
field in the Central
Administration
Settings window, but
defaults to a subfolder
of the remote

storage location:
\\MyServer\MyShare\

that share the central
administration folder:

Central administration \\MyServer\MyShare\ \\MyServer\MyShare\
folder CDPadmin\ RealTimeBackup\
\\MyServer\MyShare\
Reports folder name for SRUPEE R . RealTimeBackup\
. " MyShare\CDPadmin\
single computer:: e (oo Computer1\
P P BackupAdmin\Reports\
?oerpa(;{ Zﬁldjtr er::me \\MyServer\ \\MyServer\MyShare\
P MyShare\CDPadmin\ RealTimeBackup\

BackupAdmin\Reports\

BackupAdmin\Reports\

\\MyServer\MyShare\
MbpEE s RealTimeBackup\
Downloads folder name | MyShare\CDPadmin\ P
. N ; Computer1\
for single computer: BackupAdmin\ .
BackupAdmin\
Downloads\
Downloads\
Downloads folder \\MyServer\ \\MyServer\MyShare\
name for all computers | MyShare\CDPadmin\ RealTimeBackup\
that share the central BackupAdmin\ BackupAdmin\
administration folder: Downloads\ Downloads\

Central Administration Settings Window

Use the Central Administration Settings window to identify
administration folders for this computer, and to manage
the configuration settings on other computers.

A NOTE: The Central Management feature is
available with PC Edition and Server Edition.

Continuous Data Protection for Files

Seftings | About | Help

Central Administration Settings

Speciy the central management area. Click Publish o capy the template to the central management area for others to use
Click View Repart to display history reports.

Central Administration Folder.

[ Publish this computers seftings as the configuration template for other computers to use

Lock the configuration of other computers
Run "Scan Now' on other computers

View Report

Central Administration Folder field

Type or browse for a folder that will be the central
administration folder for this computer. The administrative
tasks on the Central Administration Settings window
are limited to only those computers that are centrally
managed from this folder. If you type the name of a folder
that does not exist, Continuous Data Protection for Files
will create the folder.

The central administration folder is used for several
purposes. You can change the folder depending on your
purpose. See a discussion of central administration folder
uses in Administration Folders, page 43.

Publish This Computer’s Settings as the
Configuration Template for Other Computers to
Use

When managing Continuous Data Protection for Files
on a group of computers, it is customary to configure
one computer as the template for all computers in the
group. If you have configured other computers to share
the central administration folder of this computer, they
can be centrally managed by this computer. Check this
box to use this computer’s settings to configure the other
computers. When you click the OK button, this computer’s
configuration settings file will be copied to the downloads
subfolder of the central administration folder thatis shared
by the group of computers. All computers that share the
central administration folder will adopt the Continuous
Data Protection for Files settings that you publish.

If you publish this computer’s settings, your management
of the group can be further extended:

Lock the configuration of other computers Check this
box to prevent any of the centrally managed computers
from changing their settings.
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A NOTE: If you will be using the published
configuration file to push installation to another

computer, all Continuous Data Protection for
Files clients that share the central administration
folder with the new client will be prevented
from updating their configurations.

:Run “Scan Now” on other computers When you
change a configuration to protect files and folders that
were not previously protected, you should back up all
files, see When to Back Up All Files, page 21. Check this
box to force the centrally managed computers to back up
all protected files.

A NOTE: Publishing to managed computers a
configuration file with this setting can put a

large burden on the network and the computing
resources of the managed computers.

A NOTE:Ifyouwilluse the published configuration

file to push installation to another computer, do

not check this box. If you use this configuration

setting in a push install, the push-installed

Continuous Data Protection for Files client will

create backup copies in the system context.

When you later run Continuous Data Protection

for Files in the user context, you can have
problems restoring these files.

View Report

Click the View Report link to display a table of scheduled
backup reports for the computers that are centrally
managed.

Scheduled Backup Reports Table

Use the reports table to monitor scheduled backups to
remote storage areas.

Ifyou save your files to a remote target, the following table displays summary information of all Continuous Data Protection for Files users who back up their files
to the same location on the remote target Click the links in the table to display detail informatio

Computer | Operating System | Version Last Backup | Fitles | Failures | History

eschaste.sanjose.ibm.com WindowsxP 31031 2007-03-15 22:39.08 2 0 Lk [

Scheduled Backup Reports Table

The scheduled backup reports table gives a summary
of scheduled backups to remote storage areas for all

Continuous Data Protection for Files

computers who share a common central administration
folder. For more information on central administration
folders, see Administration Folders, page 43.

To see the reports table, you must be connected to your
remote storage area.

Each row identifies the reports associated with one
Continuous Data Protection for Files client, and contains
the following cells:

Version The version of Continuous Data Protection for
Files.

Last Backup The last completed scheduled backup.

Files A number indicating approximately how many
files were successfully backed up at the last schedule.
Due to the nature of the program and how the logging
is done, this number is only an approximation. Click the
number to display a complete report of the scheduled
backup. In addition to files backed up, the report shows
administrative activities and failed backup attempts.

Failures This column indicates how many errors there
were during the backup. Click the number to display a
report of the errors during scheduled backup.

History Click the link to display a list of the historical
backup and failure logs. Once this list is displayed, you
are able to click on logs to display more information. Only
reports which had actual files backed up will show as
active links.
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Consider the following issues when you protect a server.

Managing a Server That Stores Backup Files

If you are protecting a server that contains remote
storage areas for several Continuous Data Protection
for Files clients, you can avoid protecting all versioned
backup copies. Because all versioned backup copies on a
remote storage area contain an -FP suffix, you can exclude
versioned backup copies from protection by excluding
-FP. This way you will protect only the most recent backup
copies.

Continuous Data Protection for Files can not protect
backup copies that it has encrypted. This is an issue only if
you store backup copies on a file server, and then protect
the files on the file server. If you configure Continuous
Data Protection for Files to encrypt the backup copies to a
file server, you must not use Continuous Data Protection
for Files to protect the encrypted backup copies on that
file server. You can use the IBM Tivoli Storage Manager or
another backup solution to protect the encrypted backup
copies on that file server.

Run Continuous Data Protection for Files as
a Service

If Continuous Data Protection for Files runs on a server,
it needs to run as a service instead of as a logged-in
application. The product provides this capability.

In the Continuous Data Protection for Files install directory
there is a program called FpForServers.js. If you invoke this
exec, Continuous Data Protection for Files runs as a service
instead of as a logged-in application.

The default account for services on Microsoft Windows
has no privilege for accessing folders shared via a network.
The FpForServers.js exec launches the Microsoft Windows
services configuration panel so that you may update the
FilePathSrv service. Specify a valid account name and
password that can access your remote backup locations. It
is recommended that this account have full permissions,
and read/write permissions as a minimum.

When you uninstall Continuous Data Protection for Files
product, the Continuous Data Protection for Files service
is also uninstalled.

Continuous Data Protection for Files

b

NOTE: Continuous Data Protection for Files
installation directory and tree allows full access
by all users on the system during installation.
This is done so that non-privileged users (users
without administration rights) can still be
protected by the software and use the GUI. This
is probably not a desirable setting for multi-user
file servers. This is also not desirable because
on the installation tree there are log files and
programs whose contents and use should not
be available to all users. Consider setting more
restrictive ACLs on the installation directory
and tree.
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This section contains some common problems and
suggested solutions. More assistance with problem
determination is available via technical notes online. The
technical notes are updated as issues arise, throughout
the life of the product.

Files Are Not Backed Up

Files can fail backup for several reasons. Some common
reasons are discussed below.

Storage for Backup Copies Has Not Been Correctly
Specified

If the area to store backup copies of your protected files
is not properly specified, Continuous Data Protection for
Files can not back up files.

Verify that you have correctly specified local or remote
storage areas in the Settings Notebook. Local storage and
which location (local or remote) is specified in General,
page 16 of the Settings Notebook. Remote storage is

specified in Remote Storage, page 22.

Files to Protect are Incorrectly Specified

The files that Continuous Data Protection for Files protects
are configurable. If you have configured your list of
protected files incorrectly, Continuous Data Protection for
Files does notback up thefiles. Continuous Data Protection
for Files backs up only those files that are configured
for protection. The list of continuously protected files is
configured in Files to Protect, page 17 of the Settings
Notebook. Note that exclusions from protection have
priority over inclusions. If an application or file path is
explicitly included for protection, verify that no list items
exclude the file from protection. See Including and

Excluding Files from Protection, page 18.
Files are not Backed Up to IBM Tivoli Storage
Manager Server

These topics discuss problems backing up files to the IBM
Tivoli Storage Manager server.

IBM Tivoli Storage Manager Node Name Does Not Match
Hostname

If the node name assigned by the IBM Tivoli Storage
Manager administrator is different from the Continuous

Continuous Data Protection for Files

Data Protection for Files client’s hostname, back up to the
IBM Tivoli Storage Manager server fails, since Continuous
Data Protection for Files cannot identify itself properly to
the IBM Tivoli Storage Manager server.

The following error message may be displayed:

FilePath  ERROR ANS1353E (RC53) Session rejected:
Unknown or incorrect ID entered node:<node name>
rc=53 reason=65535 tsm_init_api_session tsmlnitEx
failed

Continuous Data Protection for Files uses the IBM Tivoli
Storage Manager API. By default, the IBM Tivoli Storage
Manager API uses the client’s hostname as the IBM Tivoli
Storage Manager node name when identifying itself to the
IBM Tivoli Storage Manager server. An IBM Tivoli Storage
Manager server administrator typically registers a node
using the hostname. In some cases, the IBM Tivoli Storage
Manager server administrator uses a name that is different
from the client’s hostname, and this causes the problem.

When this happens, you must configure the IBM Tivoli
Storage Manager API to use the appropriate node name
when logging on to the IBM Tivoli Storage Manager server.
You can correct this problem by doing the following:

1. Edit the dsm.opt file. This file can be in one of three
places, depending on the type of installation:

¢ New installation Continuous Data Protection for
Files on Windows XP :
C:\Documents and Settings\All Users\Application
Data\Linksys\CDP_for_Files

a NOTE: \Application Data\ is a hidden folder, and
to see it you must modify your view preferences
in Explorer to show hidden files and folders.

e Upgrade from version 2 to version 3 on Windows
XP:
The Continuous Data Protection for Files
installation directory. The default installation
directory is: C:\Program Files\Linksys\CDP_for_Files

e New installation on Windows Vista:
C:\Program Data\Linksys\CDP_for_Files

A NOTE: \ProgramData\ is a hidden folder, and to
see it you must modify your view preferences in
Explorer to show hidden files and folders.

2. Add the node name to the dsm.opt file. To do this,
go to the end of the file, and on a new line add the
NODENAME parameter followed by the node name.
For example: NODENAME TSMclientnode1

3. Save the dsm.opt file.

47



Chapter 9

Problem Determination Guide

The next time Continuous Data Protection for Files
connects to the IBM Tivoli Storage Manager server, it uses
the node name you specified. Continuous Data Protection
for Files prompts you for the password, if necessary.

IBM Tivoli Storage Manager Client Node Lacks Authority to
Delete Backup Copies

If Continuous Data Protection for Files does not have delete
backup permission on the IBM Tivoli Storage Manager
server, it cannot successfully purge older files when the
designated storage space is getting full.

The following error is displayed in the replication.log file:
FilePath ERROR ANS1126E (RC27)

The file space cannot be deleted because this node does
not have permission to delete archived or backed up
data.

The following error is displayed in a popup window:
Target file system can only handle sequential I/Os.

Remote backup can be suspended because the backup
storage space cannot be purged to make room for new
files.

Continuous Data Protection for Files requires permission
to manage space on the IBM Tivoli Storage Manager server
and to create file versions. The registered node which is
used by the Continuous Data Protection for Files client
to access the IBM Tivoli Storage Manager server must
have the permission to delete the backups it creates. This
function is required when Continuous Data Protection for
Files needs to purge files when the backup storage space
is full.

Enable permission to delete backup copies for the IBM
Tivoli Storage Manager Enterprise server as below. This
sample assumes node name of TSMclientnode1; replace
the node name appropriately when you enter the
command:

1. Log into the IBM Tivoli Storage Manager server and
bring up the IBMTivoli Storage Manager administrative
command line.

2. Enter this command to the IBM Tivoli Storage Manager
server: update node TSMclientnode1 backdel=y.

Enable permission to delete backup copies for IBM Tivoli
Storage Manager Express server as follows:

1. Open the DOS command prompt.

2. Enter this command: cd “C:\Program Files\Linksys\
TSM\server”

3. Enter this command: net stop “TSM Express Backup
Server”

4. Enter this command: dsmserv.exe

Continuous Data Protection for Files

5. Enter this command to the IBM Tivoli Storage Manager
server: update node TSMclientnode1 backdel=y

6. Enter this command to the IBM Tivoli Storage Manager
server: halt

7. At the DOS command prompt, restart the Express
server by entering this command: net start “TSM
Express Backup Server”

Non-System Accounts Do Not Have Appropriate User Security
Rights to Use IBM Tivoli Storage Manager

If a non-system account does not have appropriate user
security rights, and Continuous Data Protection for Files
is configured to back up files to the IBM Tivoli Storage
Manager server, files modified by the non-system account
are not backed up.

In order to back up files to an IBM Tivoli Storage Manager
server, the proper user security rights must be given to
the non-system user account to use the IBM Tivoli Storage
Manager client. Any non-system account (local or domain)
must have the following rights:

e Back up files and directories
e Restore files and directories

e Manage auditing and security logs

Continuous Data Protection for Files User
Interface Contains No File Data

If the Continuous Data Protection for Files daemon is
not running, or if your browser is in offline mode, the
Continuous Data Protectionfor Files userinterface contains
no file data. This condition is accompanied by an error
message which begins like this: FPA_getNamedObject:
Could not find:. There are two possible causes for this
problem.

e Your browser is offline Your browser must be in
online mode to see file data. Internet Explorer and
Firefox browsers are turned on- or off- line by checking
or unchecking File > Work Offline from the browser
menu. Confirm that this menu item is not checked.

¢ The Continuous Data Protection for Files daemon
is not running To determine if the Continuous Data
Protection for Files daemon is running, and restart if
necessary, see “Restart Continuous Data Protection for
Files Daemon” on the next page.
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Restart Continuous Data Protection for Files
Daemon

To determine if the Continuous Data Protection for Files
daemon is running, look for the FilePathSrv.exe process in
Task Manager. If you cannot see this process, the daemon
is not running. To restart the daemon on a DOS command
line, do the following:

1. Open a DOS command prompt.

2. Navigate to the Continuous Data Protection for Files
installation folder. The default installation folder is:
C:\Program Files\Linksys\CDP_for_Files

3. Type the following: filepathsrv -d

Confirm that the daemon is running by checking the
System Event log or Task Manager. In the System Event
log, there should be an entry which states: HTML listener
started successfully and listening on port 9003. This is
event # 6049. In Task Manager, you should see FilePathSrv.
exe process.

You can also restart the daemon from the Start menu.
Choose Start > All Programs > Startup > CDPforFilesSrv.

The Number of Backup Copy Versions is
Greater than Configured

The number of backup copy versions exceeds the How
many versions to keep configuration setting.

The problem occurs when versions are not tracked
properly.

The problem can occur because data folders were not
removed between an uninstall and a new install. The new
install does not have a record of the backup copies created
from the previous install and use of the product. This can
occur on local storage, remote storage, or both. For a list
of folders to remove after uninstall, and before installing
again, see Installing After Uninstallation, page 12.

The problem can also be caused, on remote storage only,
because of changes to the encryption or compression
settings.

When encryption or compression settings are turned on or
off, the versions counter is reset to 0, even if some backup
copies exist. This behavior results because Continuous
Data Protection for Files tracks file versions without
encryption/compression differently than file versions with
encryption/compression.

As an example, assume that a file file.txt is continuously
protected, and has reached its 5 version limit (5 is the
default version limit). The backup copies were neither
encrypted nor compressed. The user then enables
compression. Continuous Data Protection for Files then

Continuous Data Protection for Files

creates up to 5 new backup copy versions of the file. The
restore view will show 5 versions of the file having name
file.txt (corresponding to the original 5 versions backed
up without compression), and 5 versions of the file named
file.txt.cdp (corresponding to the new 5 versions backed
up with compression enabled).
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Appendix A:
Software License
Agreement

Software in Linksys Products:

This product from Cisco-Linksys LLC or from one of its
affiliates Cisco Systems-Linksys (Asia) Pte Ltd. or Cisco-
Linksys K.K. (“Linksys”) contains software (including
firmware) originating from Linksys and its suppliers
and may also contain software from the open source
community. Any software originating from Linksys and its
suppliers is licensed under the Linksys Software License
Agreement contained at Schedule 1 below. You may also
be prompted to review and accept that Linksys Software
License Agreement upon installation of the software.

Any software from the open source community is licensed
under the specific license terms applicable to that software
made available by Linksys at www.linksys.com/gpl or as
provided for in Schedules 2 and 3 below.

Where such specific license terms entitle you to the source
code of such software, that source code is upon request
available at cost from Linksys for at least three years
from the purchase date of this product and may also be
available for download from www.linksys.com/gpl. For
detailed license terms and additional information on
open source software in Linksys products please look at
the Linksys public web site at: www.linksys.com/gpl/ or
Schedule 2 below as applicable.

BY DOWNLOADING OR INSTALLING THE SOFTWARE,
OR USING THE PRODUCT CONTAINING THE SOFTWARE,
YOU ARE CONSENTING TO BE BOUND BY THE SOFTWARE
LICENSE AGREEMENTS BELOW. IF YOU DO NOT AGREE TO
ALL OF THESE TERMS, THEN YOU MAY NOT DOWNLOAD,
INSTALL OR USE THE SOFTWARE. YOU MAY RETURN
UNUSED SOFTWARE (OR, IF THE SOFTWARE IS SUPPLIED
AS PART OF ANOTHER PRODUCT, THE UNUSED PRODUCT)
FOR A FULL REFUND UP TO 30 DAYS AFTER ORIGINAL
PURCHASE, SUBJECT TO THE RETURN PROCESS AND
POLICIES OF THE PARTY FROM WHICH YOU PURCHASED
SUCH PRODUCT OR SOFTWARE.

Software Licenses:

The software Licenses applicable to software from Linksys
are made available at the Linksys public web site at:
www.linksys.com and www.linksys.com/gpl/
respectively. For your convenience of reference, a copy
of the Linksys Software License Agreement and the main
open source code licenses used by Linksys in its products
are contained in the Schedules below.
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Schedule 1

Linksys Software License Agreement

THIS LICENSE AGREEMENT IS BETWEEN YOU AND
CISCO-LINKSYS LLC OR ONE OF ITS AFFILIATES CISCO
SYSTEMS-LINKSYS (ASIA) PTE LTD. OR CISCO-LINKSYS
K.K. (“LINKSYS”) LICENSING THE SOFTWARE INSTEAD OF
CISCO-LINKSYS LLC. BY DOWNLOADING OR INSTALLING
THE SOFTWARE, OR USING THE PRODUCT CONTAINING
THE SOFTWARE, YOU ARE CONSENTING TO BE BOUND BY
THIS AGREEMENT. IF YOU DO NOT AGREETO ALL OF THESE
TERMS, THEN YOU MAY NOT DOWNLOAD, INSTALL OR USE
THE SOFTWARE. YOU MAY RETURN UNUSED SOFTWARE
(OR, IF THE SOFTWARE IS SUPPLIED AS PART OF ANOTHER
PRODUCT, THE UNUSED PRODUCT) FOR A FULL REFUND
UP TO 30 DAYS AFTER ORIGINAL PURCHASE, SUBJECT TO
THE RETURN PROCESS AND POLICIES OF THE PARTY FROM
WHICH YOU PURCHASED SUCH PRODUCT OR SOFTWARE.

License. Subject to the terms and conditions of this
Agreement, Linksys grants the original end user purchaser
of the Linksys product containing the Software (“You")
a nonexclusive license to use the Software solely as
embedded in or (where authorized in the applicable
documentation) for communication with such product.
Thislicense may not be sublicensed, and is not transferable
except to a person or entity to which you transfer
ownership of the complete Linksys product containing
the Software, provided you permanently transfer all rights
under this Agreement and do not retain any full or partial
copies of the Software, and the recipient agrees to the
terms of this Agreement.

“Software” includes, and this Agreement will apply to (a)
the software of Linksys or its suppliers provided in or with
the applicable Linksys product, and (b) any upgrades,
updates, bug fixes or modified versions (“Upgrades”) or
backup copies of the Software supplied to You by Linksys
or an authorized reseller, provided you already hold a
valid license to the original software and have paid any
applicable fee for the Upgrade.

Protection of Information. The Software and
documentation contain trade secrets and/or copyrighted
materials of Linksys or its suppliers. You will not copy
or modify the Software or decompile, decrypt, reverse
engineer or disassemble the Software (except to the
extent expressly permitted by law notwithstanding this
provision), and You will not disclose or make available
such trade secrets or copyrighted material in any form
to any third party. Title to and ownership of the Software
and documentation and any portion thereof, will remain
solely with Linksys or its suppliers.

Collection and Processing of Information. You agree that
Linksys and/or its affiliates may, from time to time, collect
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and process information about your Linksys product and/
or the Software and/or your use of either in order (i) to
enable Linksys to offer you Upgrades; (ii) to ensure that
your Linksys product and/or the Software is being used in
accordancewiththetermsofthis Agreement; (iii) to provide
improvements to the way Linksys delivers technology to
you and to other Linksys customers; (iv) to enable Linksys
to comply with the terms of any agreements it has with
any third parties regarding your Linksys product and/or
Software and/or (v) to enable Linksys to comply with all
applicable laws and/or regulations, or the requirements
of any regulatory authority or government agency.
Linksys and/ or its affiliates may collect and process
this information provided that it does not identify you
personally. Your use of your Linksys product and/or the
Software constitutes this consent by you to Linksys and/
or its affiliates’ collection and use of such information and,
for EEA customers, to the transfer of such information to a
location outside the EEA.

Software Upgrades etc. If the Software enables you to
receive Upgrades, you may elect at any time to receive
these Upgrades either automatically or manually. If you
elect to receive Upgrades manually or you otherwise
elect not to receive or be notified of any Upgrades, you
may expose your Linksys product and/or the Software
to serious security threats and/or some features within
your Linksys product and/or Software may become
inaccessible. There may be circumstances where we
apply an Upgrade automatically in order to comply with
changes in legislation, legal or regulatory requirements
or as a result of requirements to comply with the terms
of any agreements Linksys has with any third parties
regarding your Linksys product and/or the Software. You
will always be notified of any Upgrades being delivered
to you. The terms of this license will apply to any such
Upgrade unless the Upgrade in question is accompanied
by a separate license, in which event the terms of that
license will apply.

Open Source Software. The GPL or other open source
code incorporated into the Software and the open source
license for such source code are available for free download
at http://www.linksys.com/gpl. If You would like a copy
of the GPL or other open source code in this Software on a
CD, Linksys will mail to You a CD with such code for $9.99
plus the cost of shipping, upon request.

Term and Termination. You may terminate this License
at any time by destroying all copies of the Software
and documentation. Your rights under this License will
terminate immediately without notice from Linksys if You
fail to comply with any provision of this Agreement.

Limited Warranty. The warranty terms and period
specified in the applicable Linksys Product User Guide
shall also apply to the Software.
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Disclaimer of Liabilities. IN NO EVENT WILL LINKSYS OR
ITS SUPPLIERS BE LIABLE FOR ANY LOST DATA, REVENUE
OR PROFIT, OR FOR SPECIAL, INDIRECT, CONSEQUENTIAL,
INCIDENTAL OR PUNITIVE DAMAGES, REGARDLESS OF
CAUSE (INCLUDING NEGLIGENCE), ARISING OUT OF
OR RELATED TO THE USE OF OR INABILITY TO USE THE
SOFTWARE, EVEN IF LINKSYS HAS BEEN ADVISED OF
THE POSSIBILITY OF SUCH DAMAGES. IN NO EVENT WILL
LINKSYS' LIABILITY EXCEED THE AMOUNT PAID BY YOU
FOR THE PRODUCT. The foregoing limitations will apply
even if any warranty or remedy under this Agreement fails
of its essential purpose. Some jurisdictions do not allow
the exclusion or limitation of incidental or consequential
damages, so the above limitation or exclusion may not
apply to You.

Export. Software, including technical data, may be subject
to U.S. export control laws and regulations and/or export
or import regulations in other countries. You agree to
comply strictly with all such laws and regulations.

U.S. Government Users.The Software and documentation
qualify as “commercial items” as defined at 48 C.F.R. 2.101
and 48 CFR. 12.212. All Government users acquire the
Software and documentation with only those rights
herein that apply to non-governmental customers.

General Terms. This Agreement will be governed by and
construed in accordance with the laws of the State of
California, without reference to conflict of laws principles.
The United Nations Convention on Contracts for the
International Sale of Goods will not apply. If any portion
of this Agreement is found to be void or unenforceable,
the remaining provisions will remain in full force and
effect. This Agreement constitutes the entire agreement
between the parties with respect to the Software and
supersedes any conflicting or additional terms contained
in any purchase order or elsewhere.

END OF SCHEDULE 1
Schedule 2

If this Linksys product contains open source software
licensed under Version 2 of the “GNU General Public
License” then the license terms below in this Schedule 2
will apply to that open source software. The license terms
below in this Schedule 2 are from the public web site at
http://www.gnu.org/copyleft/gpl.html

GNU GENERAL PUBLIC LICENSE

Version 2, June 1991
Copyright (C) 1989, 1991 Free Software Foundation, Inc.

51 Franklin  Street, Fifth Floor, Boston, MA
02110-1301, USA
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Everyone is permitted to copy and distribute verbatim
copies of this license document, but changing it is not
allowed.

Preamble

The licenses for most software are designed to take away
your freedom to share and change it. By contrast, the
GNU General Public License is intended to guarantee your
freedom to share and change free software—to make
sure the software is free for all its users. This General Public
License applies to most of the Free Software Foundation’s
software and to any other program whose authors
commit to using it. (Some other Free Software Foundation
software is covered by the GNU Lesser General Public
License instead.) You can apply it to your programs, too.

When we speak of free software, we are referring to
freedom, not price. Our General Public Licenses are
designed to make sure that you have the freedom to
distribute copies of free software (and charge for this
service if you wish), that you receive source code or can
get it if you want it, that you can change the software or
use pieces of it in new free programs; and that you know
you can do these things.

To protect your rights, we need to make restrictions that
forbid anyone to deny you these rights or to ask you to
surrender the rights. These restrictions translate to certain
responsibilities for you if you distribute copies of the
software, or if you modify it.

For example, if you distribute copies of such a program,
whether gratis or for a fee, you must give the recipients
all the rights that you have. You must make sure that they,
too, receive or can get the source code. And you must
show them these terms so they know their rights.

We protect your rights with two steps: (1) copyright the
software, and (2) offer you this license which gives you
legal permission to copy, distribute and/or modify the
software.

Also, for each author’s protection and ours, we want to
make certain that everyone understands that there is no
warranty for this free software. If the software is modified
by someone else and passed on, we want its recipients
to know that what they have is not the original, so that
any problems introduced by others will not reflect on the
original authors’ reputations.

Finally, any free program is threatened constantly by
software patents. We wish to avoid the danger that
redistributors of a free program will individually obtain
patent licenses, in effect making the program proprietary.
To prevent this, we have made it clear that any patent must
be licensed for everyone’s free use or not licensed at all.

The precise terms and conditions for copying, distribution
and modification follow.
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TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND
MODIFICATION

0. This License applies to any program or other work
which contains a notice placed by the copyright
holder saying it may be distributed under the terms
of this General Public License. The “Program”, below,
refers to any such program or work, and a “work based
on the Program” means either the Program or any
derivative work under copyright law: that is to say, a
work containing the Program or a portion of it, either
verbatim or with modifications and/or translated into
another language. (Hereinafter, translation is included
without limitation in the term “modification”) Each
licensee is addressed as “you”.

Activities other than copying, distribution and
modification are not covered by this License; they
are outside its scope. The act of running the Program
is not restricted, and the output from the Program is
covered only if its contents constitute a work based on
the Program (independent of having been made by
running the Program). Whether that is true depends
on what the Program does.

1. You may copy and distribute verbatim copies of the
Program’s source code as you receive it, in any medium,
provided that you conspicuously and appropriately
publish on each copy an appropriate copyright notice
and disclaimer of warranty; keep intact all the notices
that refer to this License and to the absence of any
warranty; and give any other recipients of the Program
a copy of this License along with the Program.

You may charge a fee for the physical act of transferring
a copy, and you may at your option offer warranty
protection in exchange for a fee.

2. You may modify your copy or copies of the Program
or any portion of it, thus forming a work based on the
Program, and copy and distribute such modifications
or work under the terms of Section 1 above, provided
that you also meet all of these conditions:

a. You must cause the modified files to carry
prominent notices stating that you changed the
files and the date of any change.

b. You must cause any work that you distribute or
publish, that in whole or in part contains or is
derived from the Program or any part thereof, to be
licensed as a whole at no charge to all third parties
under the terms of this License.

¢. Ifthe modified program normally reads commands
interactively when run, you must cause it, when
started running for such interactive use in the most
ordinary way, to print or display an announcement
including an appropriate copyright notice and
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a notice that there is no warranty (or else, saying
that you provide a warranty) and that users may
redistribute the program under these conditions,
and telling the user how to view a copy of
this License. (Exception: if the Program itself is
interactive but does not normally print such an
announcement, your work based on the Program
is not required to print an announcement.)

These requirements apply to the modified work as
a whole. If identifiable sections of that work are not
derived from the Program, and can be reasonably
considered independent and separate works in
themselves, then this License, and its terms, do not
apply to those sections when you distribute them as
separate works. But when you distribute the same
sections as part of a whole which is a work based on
the Program, the distribution of the whole must be on
the terms of this License, whose permissions for other
licensees extend to the entire whole, and thus to each
and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights
or contest your rights to work written entirely by you;
rather, the intent is to exercise the right to control the
distribution of derivative or collective works based on
the Program.

In addition, mere aggregation of another work not
based on the Program with the Program (or with a
work based on the Program) on a volume of a storage
or distribution medium does not bring the other work
under the scope of this License.

. You may copy and distribute the Program (or a
work based on it, under Section 2) in object code or
executable form under the terms of Sections 1 and 2
above provided that you also do one of the following:

a. Accompany it with the complete corresponding
machine-readable source code, which must be
distributed under the terms of Sections 1 and 2
above on a medium customarily used for software
interchange; or,

b. Accompany it with a written offer, valid for at least
three years, to give any third party, for a charge
no more than your cost of physically performing
source distribution, a complete machine-readable
copy of the corresponding source code, to be
distributed under the terms of Sections 1 and 2
above on a medium customarily used for software
interchange; or,

c. Accompany it with the information you received as
totheoffertodistribute corresponding source code.
(This alternative is allowed only for noncommercial
distribution and only if you received the program
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in object code or executable form with such an
offer, in accord with Subsection b above.)

The source code for a work means the preferred form
of the work for making modifications to it. For an
executable work, complete source code means all
the source code for all modules it contains, plus any
associated interface definition files, plus the scripts
used to control compilation and installation of the
executable. However, as a special exception, the source
code distributed need not include anything that is
normally distributed (in either source or binary form)
with the major components (compiler, kernel, and so
on) of the operating system on which the executable
runs, unless that component itself accompanies the
executable.

If distribution of executable or object code is made
by offering access to copy from a designated place,
then offering equivalent access to copy the source
code from the same place counts as distribution of
the source code, even though third parties are not
compelled to copy the source along with the object
code.

You may not copy, modify, sublicense, or distribute
the Program except as expressly provided under
this License. Any attempt otherwise to copy, modify,
sublicense or distribute the Program is void, and will
automatically terminate your rights under this License.
However, parties who have received copies, or rights,
from you under this License will not have their licenses
terminated so long as such parties remain in full
compliance.

. You are not required to accept this License, since you

have not signed it. However, nothing else grants you
permission to modify or distribute the Program or its
derivative works. These actions are prohibited by law if
you do not accept this License. Therefore, by modifying
or distributing the Program (or any work based on the
Program), you indicate your acceptance of this License
to do so, and all its terms and conditions for copying,
distributing or modifying the Program or works based
onit.

Each time you redistribute the Program (or any work
based on the Program), the recipient automatically
receives a license from the original licensor to copy,
distribute or modify the Program subject to these
terms and conditions. You may not impose any further
restrictions on the recipients’ exercise of the rights
granted herein. You are not responsible for enforcing
compliance by third parties to this License.

If, as a consequence of a court judgment or allegation
of patent infringement or for any other reason (not
limited to patent issues), conditions are imposed on
you (whether by court order, agreement or otherwise)
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that contradict the conditions of this License, they do
not excuse you from the conditions of this License. If
you cannot distribute so as to satisfy simultaneously
your obligations under this License and any other
pertinent obligations, then as a consequence you
may not distribute the Program at all. For example,
if a patent license would not permit royalty-free
redistribution of the Program by all those who receive
copies directly or indirectly through you, then the only
way you could satisfy both it and this License would be
to refrain entirely from distribution of the Program.

If any portion of this section is held invalid or
unenforceable under any particular circumstance,
the balance of the section is intended to apply and
the section as a whole is intended to apply in other
circumstances.

It is not the purpose of this section to induce you to
infringe any patents or other property right claims or
to contest validity of any such claims; this section has
the sole purpose of protecting the integrity of the free
software distribution system, which is implemented
by public license practices. Many people have
made generous contributions to the wide range of
software distributed through that system in reliance
on consistent application of that system; it is up to
the author/donor to decide if he or she is willing to
distribute software through any other system and a
licensee cannot impose that choice.

This section is intended to make thoroughly clear
what is believed to be a consequence of the rest of this
License.

8. If the distribution and/or use of the Program is
restricted in certain countries either by patents or by
copyrighted interfaces, the original copyright holder
who places the Program under this License may add an
explicit geographical distribution limitation excluding
those countries, so that distribution is permitted only
in or among countries not thus excluded. In such case,
this License incorporates the limitation as if written in
the body of this License.

9. The Free Software Foundation may publish revised
and/or new versions of the General Public License
from time to time. Such new versions will be similar in
spirit to the present version, but may differ in detail to
address new problems or concerns.

Each version is given a distinguishing version number.
If the Program specifies a version number of this
License which applies to it and “any later version’, you
have the option of following the terms and conditions
either of that version or of any later version published
by the Free Software Foundation. If the Program does
not specify a version number of this License, you
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may choose any version ever published by the Free
Software Foundation.

10. If you wish to incorporate parts of the Program into
other free programs whose distribution conditions are
different, write to the author to ask for permission. For
software which is copyrighted by the Free Software
Foundation, write to the Free Software Foundation; we
sometimes make exceptions for this. Our decision will
be guided by the two goals of preserving the free status
of all derivatives of our free software and of promoting
the sharing and reuse of software generally.

NO WARRANTY

11. BECAUSETHE PROGRAM IS LICENSED FREE OF CHARGE,
THERE IS NO WARRANTY FOR THE PROGRAM, TO THE
EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT
WHEN OTHERWISE STATED INWRITINGTHE COPYRIGHT
HOLDERS AND/OR OTHER PARTIES PROVIDE THE
PROGRAM “AS IS” WITHOUT WARRANTY OF ANY
KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND
PERFORMANCE OF THE PROGRAM IS WITH YOU.
SHOULD THE PROGRAM PROVE DEFECTIVE, YOU
ASSUME THE COST OF ALL NECESSARY SERVICING,
REPAIR OR CORRECTION.

12. INNOEVENTUNLESSREQUIREDBY APPLICABLELAWOR
AGREEDTO INWRITINGWILL ANY COPYRIGHT HOLDER,
OR ANY OTHER PARTY WHO MAY MODIFY AND/OR
REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE,
BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY
GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL
DAMAGES ARISING OUT OF THE USE OR INABILITY TO
USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO
LOSS OF DATA OR DATA BEING RENDERED INACCURATE
OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR
A FAILURE OF THE PROGRAM TO OPERATE WITH ANY
OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER
PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES.

END OF TERMS AND CONDITIONS
END OF SCHEDULE 2
Schedule 3

If this Linksys product contains open source software
licensed under the OpenSSL license then the license
terms below in this Schedule 3 will apply to that
open source software. The license terms below
in this Schedule 3 are from the public web site at
http://www.openssl.org/source/license.html
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The OpenSSL toolkit stays under a dual license, i.e. both
the conditions of the OpenSSL License and the original
SSLeay license apply to the toolkit. See below for the
actual license texts. Actually both licenses are BSD-style
Open Source licenses. In case of any license issues related
to OpenSSL please contact openssl-core@openssl.org.

OpenSSL License

Copyright (c) 1998-2007 The OpenSSL Project. All rights
reserved.

Redistribution and use in source and binary forms, with
or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the above
copyright notice, this list of conditions and the
following disclaimer.

2. Redistributions in binary form must reproduce the
above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or
other materials provided with the distribution.

3. All advertising materials mentioning features or
use of this software must display the following
acknowledgment: “This product includes software
developed by the OpenSSL Project for use in the
OpenSSL Toolkit. (http://www.openssl.org/)”

4. The names “OpenSSL Toolkit” and “OpenSSL Project”
must not be used to endorse or promote products
derived from this software without prior written
permission. For written permission, please contact
openssl-core@openssl.org.

5. Products derived from this software may not be called
“OpenSSL” nor may “OpenSSL” appear in their names
without prior written permission of the OpenSSL
Project.

6. Redistributions of any form whatsoever must retain
the following acknowledgment:“This product includes
software developed by the OpenSSL Project for use in
the OpenSSL Toolkit (http://www.openssl.org/)”

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT
“AS IS” AND ANY EXPRESSED OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE OpenSSL PROJECT OR ITS CONTRIBUTORS BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING,
BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND
ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
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OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF
THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

This product includes cryptographic software written by
Eric Young (eay@cryptsoft.com). This product includes
software written by Tim Hudson (tjh@cryptsoft.com).

Original SSLeay License

Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com)
All rights reserved.

This package is an SSL implementation written by Eric
Young (eay@cryptsoft.com).

The implementation was written so as to conform with
Netscape’s SSL.

This library is free for commercial and non-commercial
use as long as the following conditions are adhered
to. The following conditions apply to all code found
in this distribution, be it the RC4, RSA, lhash, DES, etc,,
code; not just the SSL code. The SSL documentation
included with this distribution is covered by the same
copyright terms except that the holder is Tim Hudson
(tjh@cryptsoft.com).

Copyright remains Eric Young'’s, and as such any Copyright
notices in the code are not to be removed.

If this package is used in a product, Eric Young should be
given attribution as the author of the parts of the library
used. This can be in the form of a textual message at
program startup or in documentation (online or textual)
provided with the package.

Redistribution and use in source and binary forms, with
or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the
copyright notice, this list of conditions and the
following disclaimer.

2. Redistributions in binary form must reproduce the
above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or
other materials provided with the distribution.

3. All advertising materials mentioning
features or use of this software must display
the following acknowledgement:

“This product includes cryptographic software
written by Eric Young (eay@cryptsoft.com)”

The word ‘cryptographic’ can be left out if the routines

from the library being used are not cryptographic
related :-).
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4. If you include any Windows specific code (or a
derivative thereof) from the apps directory (application
code) you must include an acknowledgement: “This
product includes software written by Tim Hudson
(tih@cryptsoft.com)”

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG TAS IS”
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY,
OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY
OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The license and distribution terms for any publically
available version or derivative of this code cannot be
changed. i.e. this code cannot simply be copied and put
under another distribution license [including the GNU
Public License.]

END OF SCHEDULE 3
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Appendix B:
Contact Information

Linksys Contact Information

Website http://www.linksys.com

Support Site http://www.linksys.com/support
FTP Site ftp.linksys.com

Advice Line 800-546-5797 (LINKSYS)

Support 800-326-7114

RMA

(Return Merchandise http://www.linksys.com/warranty
Authorization)

8032510NC-RR-JL
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